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From the Auditor

October 14, 2014

Dear Fellow Citizens,
I am proud to present the 2015 Audit Plan and Horizon for the Denver Auditor’s
Office. The 2015 Audit Plan includes twenty-one audits, which I
think you will agree, upon review, present more opportunities for
our office to provide guidance and improvement to the way the
city does business. The Audit Horizon is a look at audits which
may be done in 2016 or 2017; however, it is always possible that
circumstance may necessitate moving any of those to 2015.
Our office has evolved over the last twelve years during which I
have been the Denver City Auditor. We have shifted our focus
Dennis Gallagher
from purely financial audits to doing performance audits, which
Auditor
have proven to be extremely beneficial to the taxpayers by
improving the way Denver is governed, does business, and provides effective and efficient services to the citizens. The Denver
Auditor’s Office will continue to strive, as the ancient Athenian Oath notes, to leave Denver a better place than we found it.
Respectfully,

Dennis J. Gallagher, Auditor
City and County of Denver

From the Director
In accordance with City Charter Section 5.2.1, Subsection (8), we submit the 2015 Annual Audit Plan contained herein.
The Charter requires our Office to submit to the Mayor and City Council, for information only, an audit work plan for the
ensuing fiscal year. The purpose of the work plan is to identify particular departments, agencies, programs, contracts,
franchises, or other matters the Auditor has scheduled for review in the subsequent fiscal year.
Our annual work plan facilitates an efficient allocation of limited audit
resources on a risk-basis, provides a flexible mechanism for managing
competing audit needs, eliminates the potential overlapping of audits with
other audit organizations, and provides a sound foundation for obtaining
sufficient budgetary funds required to execute our mission.

Kip R. Memmott
Director, Audit Services

Our Office is committed to maintaining a collaborative partnership with the
Mayor’s Office and City Council. As such, we welcome any requests the
Administration or Council may have regarding possible audits or audit services
not listed in the 2015 Plan with the caveat that, in accordance with the City
Charter, the ultimate decision to perform any audit is at the sole discretion of
the Auditor. We conduct our work consistent with the Generally Accepted
Government Auditing Standards promulgated by the Comptroller General of

the United States.
I sincerely thank Auditor Gallagher, his appointees and my staff for their commitment to public service and desire to
leave the City and County a better place then when they began their employment. I want to acknowledge and thank
Audrey Donovan, John Carlson, Emily Jacobson and Edyie Thompson for their contributions in helping to develop the
2015 Annual Audit Plan. Most importantly, I would like to thank the residents of Denver for their trust and support of
the Auditor’s Office. This plan was crafted specifically with their interests in mind and I am confident that when the 2015
audit plan is fully executed, they will be better served by their City and County government.
Sincerely,

Kip Memmott, MA, CGAP, CRMA
Director of Audit Services

The Denver Audit
Model Framework
Several key components serve as
the cornerstone for the Denver
Audit Model. These elements
provide the Auditor with optimal
independence resulting in the
subsequent high impact potential
of the City's internal audit model.

The Denver Audit Model
Denver City Charter, Article V, Part 2,
Section 1, General Powers and Duties of
Auditor, establishes the duties and
responsibilities of the Auditor. Through the
2006 November election, Denver citizens
voted to amend the City Charter to improve
and streamline the City’s financial structure
while enhancing the important role of the
independent Auditor.
The amendment to the City Charter
significantly changed the role of the Auditor
effective January 1, 2008. Historically, since
the establishment of the Office in 1904, the
Auditor served as the general accountant
for the City and maintained the City’s
financial records and paid City expenses
including payroll. However, in June 2007,
based on the Charter revision, the
accounting and payroll functions
transitioned to the Controller’s Office under
the Chief Financial Officer, who officially
assumed Charter responsibility and
authority for those functions on January 1,
2008.
In addition to making these changes to the
City’s financial governance structure, the
Charter revisions significantly enhanced the
independent standing and authority of the
Auditor. Specifically, the Charter authorizes
the Auditor to conduct audits of all City
entities in accordance with Generally
Accepted Government Auditing Standards
City and County of Denver

(GAGAS) promulgated by the United States
Comptroller General. These standards
establish principles and requirements
related to the independence of and work
performed by the audit function.
The City Charter requirement for the
Auditor to comply with these standards,
combined with other key components
comprising the model’s framework, has
resulted in the establishment of one of the
most structurally independent government
audit functions in the country.
The Denver Auditor's Office continues to
gain national recognition for our audit work.
For example, Governing Magazine’s Smart
Management column highlighted our
August 2014 audit of Citywide services
contract monitoring. In May 2014, we were
prominently featured at the Association of
Local Government Auditors' annual
conference, receiving kudos for our
involvement, being cited as a "top five" best
practice for government performance
auditing in North America, and receiving our
second Knighton Award for audit report
excellence. In August 2014, the Denver
Auditor’s Office helped the Government
Accountability Office host its 20th Biennial
Forum for Government Auditors in Denver.
The event was highly successful. The 2015
audit plan will enable the Auditor’s office to
continue to make local and national impact.
~1~

Elected Auditor – The City and
County of Denver has an elected
Auditor who is independent from
other elected officials and
operational management.
Comprehensive Access – City
Charter and Code authorize the
Auditor to have access to all
officers, employees, records, and
property maintained by the City
and County and to all external
entities, records, and personnel
related to their business
interactions with the City and
County.
Formal Audit Response
Requirements – City ordinance
requires that audited City and
County agencies and departments
formally respond to all audit
findings and recommendations.
Adherence to Professional Audit
Standards – The Auditor’s Office
conducts all audits in accordance
with Generally Accepted
Government Auditing Standards
(GAGAS) promulgated by the
United States Comptroller General.
Formal Independent Audit
Committee – The City Charter
establishes an independent audit
committee, chaired by the Auditor
and consisting of six other
members. The Mayor, City Council,
and Auditor each appoint two
members.

2015 Audit Plan

Overview of Annual Audit Plan

Audit Plan Risk
Assessment
Criteria
Utilizing a risk-based audit plan to
identify and prioritize various
operational and other issues posing
the greatest potential risk and
liability to the City, the Audit
Services Division applies the
following risk factors based on their
relevance to the nature and
objectives of our audit approach
and the political reporting
environment in which we operate:
•

Size of Audit Unit

•

Liquidity and Negotiability

•

Compliance and Regulations

•

Public Exposure

•

Complexity of Transactions

•

Management Accountability

•

Quality of Internal Control
System

The Audit Services Division (Division) of the Auditor’s Office adheres to an overall audit
strategy that a high quality and transparent annual audit plan is critical for meeting the
goals, objectives, and mission of the Office. The Division utilizes professional standards and
guidelines developed by the Institute of Internal Auditors for the development of the
annual audit plan. These guidelines recognize that an annual audit plan and work schedule
benefit the organization by:
•

Establishing which agencies, programs, contracts, or other areas will be prioritized
for audits on an annual basis

•

Permitting an efficient allocation of limited audit resources

•

Providing a flexible basis for managing audit personnel

•

Projecting an estimated timetable for initiating and completing audits for the year

•

Eliminating the potential for overlapping audits within the Division and with other
audit organizations

•

Providing an identifiable basis for the role of the Division and justification for
obtaining budgetary funds

Preparing the Annual Audit Plan
Audits included in the annual audit plan are selected and prioritized using a risk-based
approach. Risk assessment is a process used to identify and prioritize audits based upon
specific risk factors related to the quality of internal controls and the estimated liability and
level of exposure to the City and County of Denver related to various City departments,
programs, activities, and contracts. The Division utilizes several techniques to identify and
prioritize audits in the annual plan. These techniques include:
•

Utilization of industry standard risk assessment criteria

•

Analysis of operations and internal controls derived from previous internal audits,
including trend analyses to identify recurring audit findings and control
deficiencies, as well as formal audit follow-up and outstanding-recommendation
tracking activities

•

Assessment of operations and controls derived from previous external audits
including information in the City’s Comprehensive Annual Financial Reports
(CAFRs), Single Audit Reports, and external audit management letters

•

Input from elected officials, Audit Committee members, operational
management, peer audit groups, and members of the public

•

Age of Program or Operation

•

Audit History

•

Public Health and Safety

•

Critical Infrastructure

•

Benchmarking against the audit priorities of other governmental entities

•

Fiscal Sustainability

•

Consideration of current local events, financial conditions, and public policy issues

•

Short and Long Term Strategic
Risks

•

Pending or Recent Legislation

•

Related Litigation

•

Relevant Case Law

•

Emerging Risk Areas

City and County of Denver

In addition to the performance and financial audits identified using the criteria and process
described above, the annual audit plan also includes specialized information technology
(IT) audits, which are derived from the Division’s Citywide IT risk assessment. This risk
assessment establishes an inventory of all critical IT systems and comprises four primary IT
audit categories: IT business processes, business applications (either existing or under
development), IT infrastructure (e.g., data networks), and IT facilities (e.g., data centers).
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2015 Audit Plan

Audit Scope
Our audits are planned prospectively with a general
scope of coverage in mind. Many times, during the
course of an engagement the nature of the scope
changes as our knowledge of applicable risks increase.
The scopes of our audits are typically expressed as a
statement that specifies the focus, area, and general
boundary of a particular engagement based on the
perceived risks to the City and its residents. Our
performance audit scopes can be specified in degree
by defining the agencies or departments that will be
reviewed, the programs and activities that will be
included, and the general time period that will be
examined.
Our philosophy is that we desire to maximize our
resources by concentrating on specific risk areas
within the City that for many reasons may rise to a
significant level. Our initial audit scope is determined
through review of an auditee’s activities, discussion
with the agency leadership, and our professional
judgment as auditors. We generally like to draft the
audit scope to include, where appropriate: audit
objectives; nature and extent of the auditing
techniques to be utilized; time period of the review if
applicable; and related activities not included in the
engagement in order to delineate the general
boundaries of the audit.
Our audit scope can be defined as the processes and procedures we conduct during the performance audit that help
define the actual parameters and boundaries for our engagement activities. The scope or theoretical boundaries of our
audits are initially defined at a high-level and then become progressively clearer as the focus of what is being examined
is identified through our audit process. Audit scope can be a factor in the duration, cost, and overall complexities of a
particular audit. Later, our audit objectives further define what we are trying to achieve within the audit scope.

City and County of Denver
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2015 Audit Plan

Utilization of a
risk-based Audit
Horizon Strategy
Instead of developing an overly
complex audit universe, the Audit
Services Division utilizes a realistic
audit horizon strategy and
approach to identify, prioritize, and
execute audits that are critical to
City and County operations.
Limitations of Audit Universe:
•

Cumbersome and time
consuming process

•

Overly complex, yet still
subjective

•

Lack of flexibility and
responsiveness to changing
conditions and external
requests

•

Prohibitive and restrictive
process that can potentially
mislead City officials and
citizens regarding audits
that will or will not be
conducted

Advantages of Audit Horizon:
•

Less cumbersome; saves
time and resources

•

Results in a realistic,
transparent approach to
identify and prioritize a
select number of audits

•

Provides flexibility and
transparency to address
emerging issues

•

Structured to provide an
avenue for City leaders to
request timely audits

City and County of Denver

Audit Horizon Methodology
The audit plan is based on developing a realistic audit horizon of planned high-risk audits
covering a three-year period. The Audit Services Division (Division) bases its annual audit
plan on the development of such an audit horizon rather than developing a subjective,
overly complex audit universe. Historically, many audit organizations have attempted to
develop a comprehensive audit universe from which to identify and prioritize audits.
However, this process is cumbersome, time consuming, and generally reveals that there
are literally thousands of possible audits that would require tens of thousands of audit
hours and other resources. Additionally, the inclusion of such a universe could
potentially mislead City officials and citizens to believe that all of the audits included on
the listing will be performed and, perhaps more significantly, that any departments,
programs, activities, or contracts not included in the universe are not subject to audit.
As a result, instead of developing an audit universe, the Division utilizes a realistic audit
horizon strategy and approach to identify, prioritize, and manage audits deemed to be
critical to City operations. Specifically, using the risk-based methodology described
throughout the audit plan, the Division identifies and prioritizes a select number of
audits for inclusion into the annual audit plan as well as listing potential audits for the
ensuing two years.
The audits included in the horizon are based on available audit hours each year to ensure
that realistic expectations are established and stated goals are met. Flexibility and
responsiveness are key tenets of the plan. As such, we can conduct audits of high risk
areas that emerge during the year that were not originally captured on the plan. This
approach provides the Division with a great deal of flexibility to address emerging issues
in a timely manner and for providing high quality and responsive customer service to
elected officials and operational management.
This strategy and accompanying risk assessment methodology have allowed Denver to
execute a less cumbersome annual audit planning process and generate a more realistic,
flexible, and transparent set of goals and work activities for the upcoming year. The audit
horizon approach aligns well with the evolution of the audit profession where, in today’s
increasingly complex operational environments, audit functions must stretch beyond
traditional risk-assessment processes, generally focused on short-term risks, to identify
and address emerging and long-term strategic risks.
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2015 Audit Plan

The following are examples of the audit types included in the Auditor’s Office’s annual
audit plan. These include audits that examine:
•

Organizational units within a City agency such as a division or a department

•

Individual City programs and activities

•

Transaction cycles or processes that “horizontally” cross multiple City functions or
departments, such as contract procurement and purchasing, grants, human
resources, information technology, etc.

•

Individual financial statement accounts and transactional areas such as capital
assets, leave liability, accounts payable, and payroll

•

Enterprise fund entities such as the Denver International Airport (DIA) and the
Golf Enterprise Fund

•

Contracts and agreements the City has entered into with a third party

•

Specialized audit advisory services (see page 9 for a description of advisory
services)

Audit Plan
Principles
In order to provide practical guidance
and an authoritative framework for
the development of the annual audit
plan, the Audit Services Division
recognizes the following and observes
basic audit plan principles:
•

Consideration is given to the
unique interests and
responsibilities of the Auditor as an
elected official of the City and the
need to incorporate a risk factor
that, when applied to a particular
audit, would supersede other risk
factors.

•

Audit resources are limited, thus
prohibiting one hundred percent
audit coverage each year.

•

The audit plan is a flexible and
dynamic tool that can be amended
throughout the year to reflect
changing City risks and priorities.

•

The audit plan gives consideration
to work performed by other
auditors.

•

The audit plan recognizes that
there are inherent risks and
limitations associated with any
method or system of prioritizing
audits. As a result, risk factors are
periodically evaluated and
modified, as necessary.

•

Risk assessment factors used for
selecting annual audits are
designed in conjunction with the
City’s strategic initiatives and
objectives.

When we evaluate potential audits from a variety of perspectives, we can ensure that
there is widespread audit coverage in terms of both the types of audits performed, as
defined in Generally Accepted Government Auditing Standards, and in terms of the
City’s vast array of departments, programs, activities, and contracts.

GAO-12-331G United States Government Accountability Office, Government Auditing Standards, December 2011.

City and County of Denver
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Unique Attributes
of the 2015 Audit
Plan
•

Flexibility and Responsiveness

•

Continued Emphasis on
Performance Auditing

•

Improving the Financial
Condition of the City

•

Information Technology Audits

•

Social Justice and Equality
Issues

•

Anti-Fraud Focus

•

Robust Audit Follow-up

Description of 2015 Audit Plan
In accordance with City Charter Section 5.2.1, Sub-Section B, the following is a brief
description of the audit plan tenets along with the Auditor’s Office 2015 audit listing
which, per City Charter requirements, identifies the “… particular departments, agencies,
programs, contracts, franchises and other matters that the Auditor has scheduled for
auditing during the fiscal year.” While the listing represents the planned audit schedule
for 2015, the plan is a flexible document that is subject to change and, in accordance with
City Charter, “… the ultimate decision to perform any audit shall be at the sole discretion
of the Auditor.”
Enhanced Focus on Flexibility and Responsiveness – As described throughout the plan,
the concepts of flexibility, responsiveness, and transparency are core tenets of the
Auditor’s Office annual audit plan. The utilization of the audit horizon methodology and
risk assessment criteria focused on proactively obtaining audit suggestions from elected
officials and operational management demonstrate how these core tenets are actualized
in the audit plan development process.
In this regard, the Auditor and the Division meet regularly throughout the year with
elected officials and agency leadership to solicit input related to operational risks and
proposed audit engagements as well as to share information related to issues and risks
identified by historical work performed by the Auditor’s Office. A critical component of
this outreach is sharing audit follow-up status reports and related trend analysis with City
officials. For the development and execution of the 2015 audit plan, the Auditor’s Office
outreach activities include but are not limited to:
•

Meetings throughout the year with City elected officials including the Mayor,
President of the City Council, and the Clerk and Recorder

•

Meetings throughout the year with City Executives including the City Attorney, Chief
Financial Officer, Chief Information Officer, Denver International Airport, and Public
Works

•

A series of Auditor meetings and interactions with citizens and City employees in the
public arena

The Auditor’s Office adheres to a citizen-centric model, and we continually develop
strategy and seek methods intended to solicit and address citizen concerns and questions
related to the operations and activities of their municipal government.
The City and County of Denver
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2015 Audit Plan
City & County of Denver
Auditor’s Office

Emphasis on Performance Auditing – The 2015 audit plan reflects a strong emphasis on performance auditing, particularly in the
areas of program effectiveness and assessing the economy and efficiency of various City departments and programs. Some of these
audits emphasize horizontal programs and activities that extend beyond individual departments and programs. These audits will
focus on the City’s general governance structure for managing horizontal activities to ensure that comprehensive control structures
are in place and that efficient and effective communication processes and threading exist between operating departments.
In addition to identifying systemic issues involving key City responsibilities and activities, the primary intent of these types of audits
is to assess the City’s enterprise risk management approach. This audit plan emphasis is well aligned with the heightened focus
nationally in both the public and private sectors on strengthening and improving organizational governance, internal control
environments, transparency, quality of services, financial management, and reporting and fraud prevention and detection activities
and capabilities.
The performance audits in the 2015 plan are well aligned with the Mayor’s strategic performance initiatives focused on economic
vitality, public safety, safety net, children and youth, sustainability, customer experience, and performance review.
Audit Services Focused on Improving the Financial Condition of the City – The 2015 audit plan continues to reflect a strong
emphasis on the financial condition of the City. The 2015 plan includes audits that will assess the efficiency and effectiveness of
critical City fiscal activities such as the City’s budgeting practices, the City’s financial shared services model, and privatizing certain
government functions. We will also examine the prioritization of innovative projects that are intended to measurably improve City
operations and service delivery and determine whether the Mayor’s Peak Performance initiative has indeed created process
efficiencies and achieved cost savings.
Information Technology (IT) Audits – The 2015 audit plan includes an IT component. Until recently, the Technology Services
Department did not have a dedicated information security department. As such, much of our previous IT audit efforts focused
mainly in the technical areas of data network infrastructure and information security. Our work has highlighted concerns in the area
of information security governance. We discuss these matters with the Technology Services, Chief Information Security Officer
(CISO) to address information security governance issues.
We plan to work with Technology Services to mitigate IT security risks and concerns identified by prior audit work and conduct new
IT audits focused on citywide risks, such as the procedures used to store, retrieve, transport, and dispose of information technology
assets and the internal control environment related to high-risk information technology systems. Additionally, we will be
increasingly integrating IT audit activities into our general performance audit engagements.
Social Justice and Equity Issues – Although performance audits traditionally focus on assessing efficiency, effectiveness, and
economy, an additional characteristic in which the auditor’s office is becoming increasingly interested is equity. As such, the 2015
audit plan incorporates some elements of social justice and equity, such as assessing the City’s progress towards ending
homelessness, reviewing the consistency and equitability of the Denver Police Department's use of self-initiated stops, and ensuring
City and County of Denver
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2015 Audit Plan
City & County of Denver
Auditor’s Office

that public health risks to Denver residents are being proactively addressed and mitigated. A key objective of these types of audits
is to assess the equity of service delivery to ensure all citizens receive equal treatment in terms of government services,
interactions and enforcement activities.
Anti-Fraud Focus – Our work includes approaches to identify fraud risk areas and to prevent other detrimental activity. Fraud
assessment work is particularly important when resources are scarce. The economic outlook for the City and County of Denver
remains a concern, and, though fraud detection is not a primary responsibility of the Auditor’s Office as management is responsible
for establishing internal controls to detect and prevent fraud, the Division intends to help assure that City assets are properly
safeguarded.
In addition to assessing fraud risk, audits from the 2015 audit plan will have objectives assessing the effectiveness of internal
controls established by management to detect and prevent fraud. By highlighting potential gaps within internal control systems,
the opportunity for fraud can be reduced. The Division intends to continue its evaluation of potential risk areas and mitigate the
precursors for fraud (opportunity, pressure event, and rationalization) within the identified internal control system on an audit-byaudit basis rather than through a formal program.
Robust Audit Follow-up Program – The 2015 audit plan will place emphasis on follow-up activities with increased hours for audit
follow-up, trend analysis, and reporting activities. One key measure of the general effectiveness of an audit function, and in the
case of the Denver Audit Model, a key indicator of the impact of the change to the City Charter related to the mission and
organization’s audit recommendation implementation rate. This rate is an indicator as to whether an organization is utilizing
information provided by internal audit reports to mitigate or reduce identified risks and to enhance performance and the economy
and efficiency of operations.
In 2015, the Division will continue our follow-up program, which will include coverage for more in-depth audit work to verify that
appropriate and timely corrective actions have been taken to address prior audit findings and mitigate identified risks. The Division
will periodically report to Audit Committee members and operational management on the status of various audit findings and
recommendations. The Division plans to conduct a briefing each January highlighting follow-up activity from the previous year.
The follow-up briefing will include a trend analysis within and across City departments and programs in terms of management
responsiveness and tone at the top related to audit findings and recommendations. The audit follow-up program will also assist the
Division with its on-going performance goal of implementing continuous improvement activities, in this case in terms of the quality
and feasibility of audit recommendations.
Advisory Services Suite – The 2015 plan has the capacity to conduct certain advisory services developed by the Division. The intent
of advisory services is to provide agency or division management with timely and critical information and analysis without the
formality and duration of an audit. Generally, with the exception of Audit Alerts, the Division will provide these services at the
request of management and elected officials. A description of advisory services follows.
The City and County of Denver
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Advisory Services Suite

Audit Alerts

Special Advisory Services

• Audit Alerts provide timely identification of potential
risk areas that may prevent the achievement of City
objectives. Alerts function as a rapid threading tool
for disseminating key information identified by audit
work. Those “at risk” entities can then complete a
self-assessment and, if applicable, quickly self-correct
any related control deficiencies.

• Special Advisory Services reports provide information
on limited reviews of time-critical assessments,
investigations, or evaluations. The Division generally
provides these services at the request of operational
management and elected officials. Special Advisory
Services reports further City objectives and goals by
providing a reporting vehicle that is flexible, quickly
issued, and focused on singular issues.

With an emphasis on performance auditing and the capability to issue an audit alert or conduct a special advisory service, we are
committed to working with City management, elected officials, and members of the public to improve the transparency of City
operations and to enhance the quality of City processes, programs, and services.
The Contract Compliance Enterprise Risk Assessment (CCERA) is focused on gathering and analyzing quantitative and qualitative
data from City agencies, predominantly Public Works and General Services, for the purpose of identifying and evaluating inherent
risk associated with contracting performed by the City. The CCERA will provide value by identifying areas for additional contract
compliance work performed by the Auditor’s Office’s Contract Oversight Administrator. CCERA program activities include:
•
•
•
•
•

Identifying high-risk business process, functions, and activities
Providing a quick response to identified City operations with elevated internal or external risk
Identifying inherent risks and mapping them to associated risk management techniques
Preparing a risk profile for Public Works and General Services
Providing a basis for input to the annual performance audit planning process

The Auditor’s Office extends its gratitude and appreciation to the Mayor’s Office, members of the City Council, members of the Audit
Committee, the City’s Operational Management Team, and members of the general public for providing input on the annual audit
plan, requesting audit services, and for supporting the general mission of our Office throughout the year.


The following pages contain a listing of planned audits for the upcoming year, along with a two-year listing of horizon audits.

The City and County of Denver
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2015 Audit Plan
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Audit

2015 Planned Audits

Entity

Airport Concessions
Disadvantaged Business
Enterprises (ACDBE)
Program

Denver
International
Airport

Asset Management

Technology
Services

Budget and Management
Office

Department of
Finance

Code Enforcement

Community
Planning and
Development

Denver Moves Project

Public Works

The City and County of Denver

Audit Objective
The federal ACDBE program for small disadvantaged business enterprises
(DBE) airport concessions was originally enacted in 1987 and most recently
amended in 2012. We plan to review the ACDBE program at DIA to ensure
that, in addition to establishing goals, the City also certifies the eligibility of
DBE firms to participate in U.S. Department of Transportation-assisted
projects. We will examine the program to determine if it can ensure that DBEs
can compete fairly for federally funded transportation-related projects,
ensure that only eligible firms participate as DBEs, and whether the program
assists DBE firms in competing outside the ACDBE Program.
The audit will evaluate the processes and procedures used to store, retrieve,
transport and dispose of Information Technology assets. The audit will
determine whether assets are clearly defined, a comprehensive and allinclusive inventory framework exists, business processes are in place to
adequately safeguard the assets, and a methodology is in place to control the
life cycle of Information Technology assets.
We plan to assess the effectiveness of the Department of Finance’s budgeting
practices. Audit objectives may include a review of the Department’s budget
development process for potential enhancement of efficiency and
effectiveness, an evaluation of the effectiveness of budget monitoring, and an
assessment of the usefulness of performance information used by the
Department. Additionally, audit objectives may include a review to determine
if (1) policies and procedures are in place to ensure that performance
information is relevant and reliable, (2) City agencies have met budgeting
requirements, and (3) if the budgeting process is structured to achieve its
objectives to include Performance Based Budgeting.
The audit will determine the efficiency and effectiveness of Code Enforcement
Officers through an analysis of cases, review of specific performance
measures, evaluation of current policy, and assessment of code enforcement
procedures. We will evaluate Development Services staffing to assess the
financial impact of the zoning permit reviews. Additionally, the audit may look
at the Board of Adjustments and the public hearing process to review and
approve the zoning permits with special exceptions.
We plan to examine whether the Department effectively prioritizes and
administers capital construction projects. Our engagement will examine the
design and construction of projects related to the implementation of Denver
Moves, a $119 million program to increase and improve biking and multi-use
connections. Our work will review the use of funds allocated for the update of
the Denver Moves network maps and the development of criteria and
locations for a pedestrian network to enable pedestrians to move more
comfortably between places and destinations. We may also review the design
and system of protected bike lanes.
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Audit

2015 Planned Audits

Entity

Denver’s Road Home

Department of
Human Services

Emergency Preparedness
Program

Denver
International
Airport

Family and Medical Leave
Act (FMLA) Administration

Financial Services Division –
Shared Services Model

Hotel & Transit Center
Project Integration

City and County of Denver

Office of Human
Resources

Office of the
Controller

Denver
International
Airport

Audit Objective
We will assess the effectiveness towards meeting key goals and outcomes for
the Denver’s Road Home program to end homeless in Denver. The Audit will
examine the program activities towards meeting the stated goals to end
homelessness. We will examine the efficiency and effectiveness of services
provided to homeless individuals to determine if access to services is
adequate.
This performance audit will seek to identify strategies to improve the
effectiveness of the DIA emergency management governance structure;
enhance DIA emergency preparedness planning, training, and corrective
action implementation; and strengthen outreach to community partners in
emergency preparedness. We will conduct testing to determine whether DIA
has an emergency preparedness Strategic Plan and whether DIA has
developed standardized emergency planning that complies with relevant
federal guidelines.
We will assess the effectiveness of the Office of Human Resources’ monitoring
practices of employee usage of FMLA to ensure compliance with federal law
and to understand how past events are leveraged to improve the future
performance of the program. We will examine what the department is doing
to reduce the risk of FMLA abuse and to improve the timeliness and accuracy
of the FMLA leave request through an assessment of the internal control
structure, the City’s payroll system, and monitoring tools in place. This audit
may integrate with the Division’s information technology auditors to assess
the monitoring controls with the City’s payroll system.
We plan to examine whether the City’s financial services shared services
model is resulting in efficiencies. Financial Services provides accounting
services to City agencies, manages Citywide accounts payable, and maintains
the City’s financial records. Financial Services provides customer focused
services to other City agencies using a shared services model in order to
maximize efficiency, reduce costs, and build subject matter expertise. Our
engagement will review the strategies deployed to streamline processes by
accounts payable automation, increase transparency through further
implementation of online financial information, and improve internal controls
through the development of an internal control monitoring program. We may
also test fiscal accountability rule training and documentation.
We plan to examine the implementation plan to activate and operate the
Westin hotel and Public Transit Center (HTC) at DIA. Our engagement will
review and evaluate the transition plan to move HTC-related work and
operations from the HTC Project Management Team to the Airport
Infrastructure Management (AIM) Division.
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2015 Audit Plan

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit

2015 Planned Audits

Entity

ICS/SCADA Systems Phase 1

Technology
Services

Innovation Fund (ifund)
Administration and
Operation

Mayor’s Office

Jail Operations

Denver Sheriff
Department –
Safety

Marijuana Regulations

Mayor’s Office

Peak Performance Program

Mayor’s Office

City and County of Denver

Audit Objective
The audit will assess the City’s internal control environment related to highrisk information technology systems, such as Industrial Control Systems (ICS)
and Supervisory Control and Data Acquisition (SCADA) systems. These critical
systems supporting public safety and public health related systems will
include water and waste treatment and video surveillance systems. We will
assess whether the ICS/SCADA systems supporting the City provide
reasonable assurance that the systems are reliable and secure, that data
transferred to SCADA is accurate, and that the systems are performing as
intended.
We plan to review the City’s Innovation Fund (ifund) and examine what
controls are in place to ensure that the City has an effective process for
prioritizing ifund projects, allocating monies, and monitoring information
technology projects. The ifund consists of a cross-departmental group of City
business leaders who work together to determine how best to invest in
projects that measurably improve City operations and service delivery.
Innovation Project funding provides for the implementation of projects
designed to improve City operations and efficiencies through automation and
business process improvement for agencies within the general fund.
The audit will evaluate how the Denver Sheriff Department (DSD) ensures that
DSD staff is accomplishing the mission and vision of the department through a
review of the department’s complaint process, hiring and training practices,
culture/tone at the top, and discipline process and procedures.
We plan to conduct a review to determine whether the City has implemented
an effective and efficient licensing process and zoning plan for co-operative
marijuana growing operations and whether these activities present a risk to
public health and safety. This is an emerging use of real property, often
unlicensed, that the City is encountering and our performance audit will be
designed to offer suggestions on how to enhance regulation pertaining to the
cultivation of marijuana in order to safeguard the public from unnecessary
risk.
We plan to review whether the Mayor’s Peak Performance Program has had
the intended positive effect on City operations in terms of process efficiencies
and cost savings. We will examine the Peak Performance Program to
determine whether efficiency has been increased by eliminating unnecessary
touch points and waiting times or standardizing work to reduce variations in
processes. We would like to determine how accountability has been improved
through implementation of the program and if a culture of continuous
improvement has been created by exposing issues and determining their root
causes.
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2015 Audit Plan

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit

2015 Planned Audits

Entity

Police Administration –
Telestaff System

Denver Police
Department –
Safety

Police Operations – District
Patrol

Denver Police
Department –
Safety

Privatization

General Services

Public Health Assurance

Environmental
Health

Stormwater Administration

Public Works

Transition to Production
Support

Denver
International
Airport –
Technology
Services

City and County of Denver

Audit Objective
The audit will focus on the Denver Police Department’s (DPD’s) ability to
collect, analyze, and quantify the impacts of overtime work by DPD personnel.
We will determine whether the Department’s time accounting systems and
practices are adequate for detecting non-compliance and for monitoring and
managing officer time and workload. This audit may integrate with the
Division’s information technology auditors to assess the monitoring controls
with the Department’s Telestaff system.
We plan to examine and review the Denver Police Department’s (DPD’s)
policies and practices related to Class 2 or self-initiated stops to determine
whether DPD is effective, consistent, and equitable when applying these
policing tactics. Depending on what data is collected, we plan to compare the
racial distribution of stops to a variety of benchmarks both internal and
external to determine whether there is a racial basis associated with this
activity. We may offer suggestions regarding how to capture data regarding
self-initiated stops for future DPD use.
We will assess the efficiency and effectiveness of privatizing governmental
functions. The audit will address cost savings, governance structure, and
transparency of performance. We will conduct a feasibility analysis to
determine if privatization is economically, operationally, and administratively
better for the City.
We plan to examine how the Department of Environmental Health ensures
that public health risks to the residents of the City and County of Denver are
being proactively addressed and mitigated. We will examine how the
Department approaches three public health functions: assessment, or
identifying the important health problems facing the City; policy development,
which entails deciding what to do about identified problems; and assurance,
which is doing it well or making sure someone else does it well. Our review
will focus on the performance measures surrounding the ability to diagnose
and investigate health problems and health hazards in the community.
We plan to assess regional and Citywide collaborative approaches to
stormwater management. Audit objectives will include an examination of the
City's stormwater permitting process; the imposition of Total Maximum Daily
Load requirements for the South Platte River as a condition of permit renewal;
and an assessment of common practice for stormwater management in
similar cities. The audit will contrast traditional stormwater management
practices with other management techniques.
We will evaluate the process for transitioning information technology projects
to production support. This audit will aid management by increasing the
efficiency of implementing new technologies or new services from the build
phase to the operate phase of the technology project life cycle. We will
compare standards and best practices to identify areas within the process that
require remediation or additional enhancements.
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2015 Audit Plan

2016 – 2017 Audit Horizon
2016 – 2017 Audit Horizon
Audit

Entity

Air Operations

Denver Police
Department – Safety

Arts Funding Controls

Arts and Venues

Aviation Police and Fire
Services

Aviation

Civil Service Commission

City Council

Commerce Hub

Aviation

Community Corrections

Department of Safety

Economically Sustainable
Communities

Economic
Development

Employee Engagement

Office of Human
Resources

City and County of Denver

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
The audit will assess the effectiveness of the Denver Police Department's
Air Operations program. Audit objectives may include an evaluation of
costs, including cost-sharing agreements, staffing, equipment, and safety
procedures.
We will determine the efficiency and effectiveness of the funding for arts
and venues, which may include eligibility, submitting applications within
established deadlines, contracting, and reimbursement documentation.
This audit will assess the accuracy and reporting of current level of service
indicators for police and fire services at DIA. Specifically, we will seek to
understand public safety and security at the airport, DIA’s role in providing
security and safety, best practices for performance metrics related to
airport public safety, and workload and performance measures for recent
years at DIA.
We plan to assess the effectiveness and efficiency of activities performed
by the Civil Service Commission. Audit objectives may include an
assessment of the Commission’s compliance with legal requirements
related to employment candidate testing as well as those related to
employee promotion and discipline.
The audit will assess the efficiency and effectiveness of the airport’s
Commerce Hub in meeting its mission of providing a one-stop business
center for entrepreneurs looking to secure business opportunities at the
airport as well as providing support to current concessionaires operating at
DIA. Audit objectives may include an assessment of performance measures
and supporting data to determine the impact and effectiveness of the
program.
We will assess the efficiency and effectiveness of the Department of
Safety’s Community Corrections Program. Audit objectives will include a
review of the City’s contracts with the State of Colorado and related third
parties to administer the Program and an assessment of monitoring
processes performed by the Community Corrections Board.
We plan to assess the efficiency and effectiveness of the Office of
Economic Development’s Economically Sustainable Communities Program.
Audit objectives will include an assessment of internal controls for the
Program’s fiscal activity as well as an analysis of performance measures
and supporting data demonstrating the impact of Program activities and
expenditures.
The audit will examine City employee engagement by performing focused
audit test work and conducting focus groups to determine whether
improvements can be made to create an environment that fosters
increased employee engagement. We will also determine an array of
themes to be included in a human capital strategic plan.
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2015 Audit Plan

2016 – 2017 Audit Horizon
2016 – 2017 Audit Horizon
Audit

Entity

Employee Recruiting

Office of Human
Resources

Energy Management
Program

General Services

Enterprise Monitoring

Denver International
Airport – Technology
Services

Finance Department
Operations

Denver International
Airport

General Fund Controls

Finance

GenTax

Technology Services

City and County of Denver

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
We plan to examine whether the City’s recruiting system is effective for
recruiting and retaining high performing employees. Our approach will
include conducting benchmarking with other organizations and reviewing
recruiting metrics, which will include time to hire, sourcing channel, cost of
hire, retention, open vacancies vs. positions filled, offer and acceptance
ratio, new hire failure rate, and turnover of new hires.
We will assess the effectiveness and efficiency of the Department of
General Services’ Energy Management Program. Audit objectives may
include an assessment of Program activities to track and reduce energy
costs, usage, and greenhouse gas emissions throughout the City.
This audit will assess the maturity of monitoring provided by DIA’s
Technology Services Division and compare it to relevant standards and best
practices. We will evaluate current software in place to perform this
function as well as the compliance program in place.
We plan to conduct a review of the business process surrounding quarterly
financial reporting conducted by DIA. Part of our engagement will involve
interviewing DIA staff to understand key processes for the quarterly
reporting process. The purpose of the audit will be to examine how the
preparation of the Quarterly Financial Report is conducted and to make
recommendations, if necessary, to improve the process. Additionally, the
audit will ensure that key internal controls in support of quarterly financial
reporting are documented, deployed, and monitored to ensure the
accuracy, reliability, accessibility, and ease of use of airport quarterly
financial information.
This audit will assess internal controls over the City’s predominant fund for
recording and reporting general government activities. Audit objectives
may include an examination of fund balance and its constituent parts,
specifically the deficiencies fund and the unreserved fund balance (rainy
day fund). Audit objectives may also assess fund structure compliance with
Governmental Accounting Standards Board standards for fund balance
reporting and governmental fund type definitions.
We plan to assess the effectiveness of information technology general
controls over GenTax, the City’s integrated tax collection system. GenTax is
a tax processing software package designed to support an agency
implementing multiple taxes. We plan to review if the software can adapt
to revenue agency requirements through configuration. GenTax is designed
to support system configuration, including returns, letters, penalty,
interest, transactions, customer types, workflow, screen layouts, and
window flow.
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2015 Audit Plan

2016 – 2017 Audit Horizon
2016 – 2017 Audit Horizon
Audit

Entity

Help Desk

Technology Services

Human Resources Shared
Services Model

Office of Human
Resources

ICS/SCADA Systems Phase 2

Technology Services

Indirect Cost Accounting
Practices

Citywide

Mayor’s Office for Education
and Children

Mayor’s Office

City and County of Denver

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
We will examine the controls within the help desk operations to provide
management with an assessment of the incident reporting practices,
staffing, escalation issues, monitoring, policies, procedures, and
governance activities. We will focus on the security incident management
practices, standards, guidelines, and procedures. This audit will aid
management by increasing the efficiency of help desk operations, reducing
costs, improving user satisfaction, and service level agreements.
We plan to review the effectiveness of the Office’s shared services model
for human resources. We will work closely with City subject matter experts
through agency focus groups to address the future workforce goals and
weaknesses within the agency and how the shared services approach to
human resources support is functioning. The audit will identify if the
program is working well with the shared services model and develop an
overall strategy and recommendations report.
The audit will be the final audit to assess the City’s internal control
environment related to high-risk information technology systems, such as
Industrial Control Systems (ICS) and Supervisory Control and Data
Acquisition (SCADA) systems and will close out this audit project. These
critical systems supporting public safety and public health related systems
will include prison cell security and traffic control systems. We will assess
whether the ICS/SCADA systems supporting the City provide reasonable
assurance that the systems are reliable and secure, that data transferred to
SCADA is accurate, and that the systems are performing as intended.
In this audit, we will assess City strategies and practices for managing
indirect costs. Audit objectives may include analyzing historical trend of
indirect costs for the City for up to ten years, comparing budgeted
projections with actual indirect costs, identifying root causes for the
growth and/or deviations of indirect costs over the review period,
determining if the City monitors indirect cost growth and/or deviations,
and analyze its methodology, determining if any losses were incurred by
the general fund due to unreimbursed indirect costs and assessing City
activities related to monitoring and controls over the indirect costs.
We plan to assess the effectiveness of programs administered by the
Mayor's Office for Education and Children. Audit objectives may include a
review of the Office's outreach activities, partnering activities with Denver
Public Schools, and administrative practices related to the Denver Great
Kids Head Start Program. The audit will also include internal controls for
the Office's grant administration activities.
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2015 Audit Plan

2016 – 2017 Audit Horizon
2016 – 2017 Audit Horizon
Audit

Entity

Media Response & Outreach

Public Works

Natural Resources
Protection and Management

Parks and Recreation

Office of Sustainability

Environmental Health

Oil Lease Administration

Aviation

OSI – Crime Statistics
Reporting

Denver Police
Department – Safety

City and County of Denver

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
We plan to review the operation and capabilities of the Public Works media
response unit. Our engagement will examine existing business processes
for potential improvement using common practice guidance and ensure
that Public Works has the capability to communicate effectively with
external media stakeholders. The audit will include an examination of
internal controls designed to ensure that the Public Works spokesperson is
perceived as credible; that external messaging reflects the realities of the
situation; and that message content is meaningful to the media, put in
simple terms, and clear.
The audit will assess the efficiency and effectiveness of the Department of
Parks and Recreation’s Natural Resources Protection and Management
program. Audit objectives may include an assessment of forestry
management processes including a review of the City’s Mile High Million
Tree program. Additionally, we may also review training and supervision
activities for park rangers and assess public outreach and partnering
activities.
We plan to assess whether the Denver Office of Sustainability effectively
guides and supports government operations and the community to attain
the goal of securing an economically, socially and environmentally
sustainable city for generations to come, as mandated by Executive Order
123 and outlined in the Mayor’s 2020 Sustainability Goals. We will also
evaluate the reasonableness of and ability to meet the goals which are
based on twelve basic resource groups including Air Quality, Climate
Change, Energy, Food, Health, Housing, Land Use, Materials, Mobility,
Water Quantity, Water Quality, and Workforce.
We will assess the accuracy of revenues collected by the City from the
lease of oil wells and/or sale of oil production at DIA. Audit objectives may
include analysis of lease terms, production and sale contracts, joint
operating agreements, applicable state and federal regulations, production
and sale statements, comparison of received rents and bonuses to
contractual obligations, verification of production volumes and sale values,
as well as any applicable allowances.
The purpose of this engagement is to assess the effectiveness of
information technology general controls over the Denver Police
Department’s crime statistics reporting system, OSI. OSI is a legacy system
used by the Office of Safety Information prior to consolidation of that
group into Technology Services in 2002. The engagement may focus on
how Uniform Crime Reporting (UCR), the primary data standard used by
the FBI, is maintained and safeguarded. UCR tracks eight primary offenses:
murder, rape, robbery, aggravated assault, burglary, theft, auto theft and
arson. UCR counts the highest crime category within an incident. UCR data
provides a platform to compare crime across jurisdictions.
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2015 Audit Plan

2016 – 2017 Audit Horizon
2016 – 2017 Audit Horizon
Audit

Entity

Parking Management

Public Works

Parks Planning, Design and
Construction

Parks and Recreation

Permitting System

Community Planning
and Development

Private Activity Bonds

Denver Housing
Authority

Project Management

Technology Services

Property and Evidence
Management

Safety

Records Management

Aviation

Safety Management System

Aviation

City and County of Denver

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
The audit will assess the efficiency and effectiveness of the Department of
Public Works’ parking management program. Audit objectives may include
an assessment of the collection program related to contract management,
internal controls for cashier activities, and bad debt write-off policies.
We will assess the efficiency and effectiveness of the Department of Parks
and Recreation’s Parks Planning, Design and Construction program. Audit
objectives may include an assessment of the Department’s Capital
Improvement Plan as well as a review of internal controls for construction
activities.
Our audit will focus on the permitting activities performed using the
Permitting System and will evaluate the efficiency and effectiveness of
processing applications for permits within Community Planning and
Development. Additionally, the audit may integrate with the Division’s
information technology auditors to perform test work focused on permit
application review processes. We will assess the integration of the
permitting system with complementary component systems, such as the
City’s accounting system and general ledger system, and evaluate the
functionality.
This audit engagement will assess internal controls for City-issued private
activity bonds related to housing within Denver. Audit objectives may
include an assessment of administrative procedures designed to comply
with Colorado statutes and the Internal Revenue Code in order to preserve
the City’s ability to issue private activity bonds in future years.
We will assess Technology Services’ project management procedures and
processes to determine actual IT project budget and schedule variances.
We will evaluate the controls in place to monitor IT project implementation
schedules for complete, accurate, and timely information. We will also
evaluate project management practices to determine whether business
requirements are achieved in a cost-effective manner while managing risks
to the organization.
The purpose of the audit engagement is to ensure that drugs and weapons
confiscated by Department of Safety personnel are destroyed in
accordance with City and state policies. We will evaluate the adequacy of
controls over tracking firearms and equipment.
The audit will assess records management practices at DIA. Audit
objectives will include a review of information for a two-year period to
assess compliance with records management policies, procedures, and best
practices.
We will assess internal controls and related activities designed to ensure
that DIA is operating and developing a safe and efficient airfield. Audit
objectives may include a review of funding and related project proposals
for compliance with applicable Federal Aviation Administration standards.
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2015 Audit Plan

2016 – 2017 Audit Horizon
2016 – 2017 Audit Horizon
Audit

Entity

Self-Insurance Program

Finance

Sheriff Commissary

Safety

Social Service Contracts

Human Services

Unclaimed Properties

General Services

Undersheriff Operations Vehicle Impound Facility

Denver Sheriff
Department – Safety

Web Security

Technology Services

City and County of Denver

2015 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
This engagement will assess the adequacy of internal controls over the
City’s Medical Self-Insurance Program. The objectives of the audit may
include claims processing, monitoring, oversight, and eligibility
determination.
The audit will assess the food services provided to inmates by the
Department of Safety through an evaluation of the menus and planning,
inventory orders and controls, preparation, and distribution. We will
identify the costs associated with the provision of food services and
determine ability for additional capacity or revenue streams.
We plan to assess the Department of Human Services’ procurement and
oversight processes for selected social service contracts. Audit objectives
will leverage audit work performed by external agencies to perform root
cause analysis for any systemic or long-standing internal control issues
related to social service contracts and will also assess performance metrics
and supporting data to determine the impact of these contracted services
on recipients.
We will assess internal controls for unclaimed properties within the City
and County. Audit objectives will include an assessment of processes used
to record and dispose of unclaimed properties. A majority of this property
results from activities involving Theaters and Arenas, the Department of
Aviation, and the Department of Safety.
The audit will assess the internal control environment for the City’s vehicle
impound facility operated by the Denver Sheriff Department. Audit
objectives may include an assessment of record-keeping practices,
acquisition and disposal processes, and revenue collection activities.
This audit engagement will assess internal controls related to the City’s
coding practices for public-facing web pages, such as Denvergov.org,
Denver 311’s online help center, and payment portals. Audit objectives
may include the identification and review of the City’s external-facing
websites and a review of the coding used for internally developed sites.
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