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From the Director
In accordance with City Charter Section 5.2.1, Subsection (8), we submit the Auditor’s Office 2014 Annual Audit Plan
contained herein. The Charter requires our office to submit to the Mayor and City Council, for information only, an audit
work plan for the ensuing fiscal year. The purpose of the work plan is to identify particular departments, agencies,
programs, contracts, franchises, or other matters the Auditor has scheduled for auditing in the subsequent fiscal year.
Our annual audit plan facilitates an efficient allocation of limited resources using a risk based methodology, provides a
flexible mechanism for managing competing audit needs, eliminates the potential overlapping of audits with other audit
organizations, and provides a sound foundation for obtaining sufficient budgetary funds required to execute our mission.
This plan is based upon a fully staffed resource model consisting of six performance audit teams.
Our Office is committed to maintaining a collaborative partnership with the Mayor’s Office and City Council. As such, we
welcome any requests your offices may have regarding possible audits or audit services not listed in the 2014 Plan with
the caveat that, in accordance with the City Charter, the ultimate decision to perform any audit is at the sole discretion of
the Auditor. The City Charter requires we conduct our work consistent with Generally Accepted Government Auditing
Standards (GAGAS) promulgated by the Comptroller General of the United States.
If you have any questions, please contact me, Kip Memmott, Director of Audit Services, at 720-913-5000.

The Denver Audit
Model Framework
Several key components serve as
the cornerstone for the Denver
Audit Model. These elements
provide the Auditor with optimal
independence resulting in the
subsequent high impact potential
of the City's internal audit model.
Elected Auditor – The City and
County of Denver has an elected
Auditor that is completely
independent from other elected
officials and operational
management.
Comprehensive Access – City Charter
and Code authorize the Auditor to
have access to all officers,
employees, records, and property
maintained by the City and County
and to all external entities, records,
and personnel related to their
business interactions with the City
and County.
Formal Audit Response
Requirements – City ordinance
requires that audited City and County
agencies and departments formally
respond to all audit findings and
recommendations.
Adherence to Professional Audit
Standards – The Auditor’s Office
conducts all audits in accordance
with Generally Accepted Government
Auditing Standards (GAGAS)
promulgated by the United States
Comptroller General.
Formal Independent Audit
Committee – The City Charter
establishes an independent audit
committee, chaired by the Auditor
and consisting of six other members.
The Mayor, City Council, and Auditor
each appoint two members.

City and County of Denver

The Denver Audit Model
Denver City Charter, Article V, Part 2,
Section 1, General Powers and Duties of
Auditor, establishes the duties and
responsibilities of the Auditor. Through the
2006 November election, Denver citizens
voted to amend the City Charter to improve
and streamline the City’s financial structure
while enhancing the important role of the
independent Auditor.
The amendment to the City Charter
significantly changed the role of the Auditor
as defined in Article V, Part 2, Section 1,
General Powers and Duties of Auditor,
effective January 1, 2008. Historically, since
the establishment of the Office in 1904, the
Auditor served as the general accountant
for the City and, as such, maintained the
City’s financial records and paid City
expenses including payroll. However, in June
2007, based on the Charter revision, the
accounting and payroll functions
transitioned to the Controller’s Office under
a new position of Chief Financial Officer,
who officially assumed Charter
responsibility and authority for those
functions on January 1, 2008.
In addition to making these changes to the
City’s financial governance structure, the
Charter revisions significantly enhanced the
independent standing and authority of the
Auditor. Specifically, the Charter authorizes
the Auditor to conduct audits of all City
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entities in accordance with Generally
Accepted Government Auditing Standards
(GAGAS) promulgated by the United States
Comptroller General. These standards
establish clear definitions and requirements
related to the independence of and work
performed by the audit function.
The fact that the Denver City Charter
requires the Auditor to comply with GAGAS,
combined with the other key legal
components of the model’s framework, has
resulted in the establishment of one of the
most structurally independent government
audit functions in the country.
The Denver Audit Model is gaining national
recognition as an ideal framework for
conducting performance audits. For
example, Governing Magazine highlighted
the Denver Audit Model in the May 2012
edition. Additionally, the Institute of
Internal Auditors, the largest internal audit
professional organization, featured the
Denver Audit Model in its Internal Auditor
magazine, which is distributed to
approximately 90,000 public-and privatesector auditors worldwide. In 2013, the
Auditor’s Office received a silver Knighton
Award from the Association of Local
Government Auditors for best performance
audit. The 2014 audit plan will enable the
Auditor’s office to continue to have local
and national impact.
2014 Audit Plan

Overview of Annual Audit Plan
The Audit Services Division (Division) of the Auditor’s Office adheres to an overall audit
strategy that a high quality and transparent annual audit plan is critical for meeting the
goals, objectives, and mission of the Office. The Division utilizes professional standards
and guidelines developed by the Institute of Internal Auditors for the development of the
annual audit plan. These guidelines recognize that an annual audit plan and work
schedule benefit the organization by:
•

Establishing which agencies, programs, contracts, or other areas will be
prioritized for audits on an annual basis

•

Permitting an efficient allocation of limited audit resources

•

Providing a flexible basis for managing audit personnel

•

Projecting an estimated timetable for initiating and completing audits for the
year

•

Eliminating the potential for overlapping audits within the Division and with
other audit organizations

•

Providing an identifiable basis for the role of the Division and justification for
obtaining budgetary funds

Preparing the Annual Audit Plan
Audits included in the annual audit plan are selected and prioritized using a risk-based
approach. Risk assessment is a process used to identify and prioritize audits based upon
specific risk factors related to the quality of internal controls and the estimated liability
and level of exposure to the City and County of Denver related to various City
departments, programs, activities, and contracts. The Division utilizes several techniques
to identify and prioritize audits in the annual plan. These techniques include:
•

Utilization of industry standard risk assessment criteria

•

Analysis of operations and internal controls derived from previous internal
audits, including trend analyses to identify recurring audit findings and control
deficiencies, as well as formal audit follow-up and outstanding-recommendation
tracking activities

•

Assessment of operations and controls derived from previous external audits
including information in the City’s Comprehensive Annual Financial Reports
(CAFRs), Single Audit Reports, and external audit management letters

Audit Plan Risk
Assessment
Criteria
Utilizing a risk-based audit plan to
identify and prioritize various
operational and other issues posing
the greatest potential risk and
liability to the City, the Audit
Services Division applies the
following risk factors based on their
relevance to the nature and
objectives of our audit approach
and the political reporting
environment in which we operate:
•

Size of Audit Unit

•

Liquidity and Negotiability

•

Compliance and Regulations

•

Public Exposure

•

Complexity of Transactions

•

Management Accountability

•

Quality of Internal Control
System

•

Age of Program or Operation

•

Audit History

•

Input from elected officials, Audit Committee members, operational
management, peer audit groups, and members of the public

•

Public Health and Safety

•

Critical Infrastructure

•

Benchmarking against the audit priorities of other governmental entities

•

Fiscal Sustainability

•

Consideration of current local events, financial conditions, and public policy
issues

•

Short- and Long-Term
Strategic Risks

In addition to the performance and financial audits identified using the criteria and
process described above, the annual audit plan includes specialized information
technology (IT) audits, which are derived from the Division’s Citywide IT risk assessment.
This risk assessment establishes an inventory of all critical IT systems and comprises four
primary IT audit categories: IT business processes, business applications (either existing or
under development), IT infrastructure (e.g., data networks), and IT facilities (e.g., data
centers).

City and County of Denver
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Utilization of a
risk-based Audit
Horizon Strategy
Instead of developing an overly
complex “audit universe,” the
Audit Services Division utilizes a
realistic audit horizon strategy and
approach to identify, prioritize, and
execute audits that are critical to
City and County operations.
Limitations of Audit Universe:
•

Cumbersome and time
consuming process

•

Overly complex, yet still
subjective

•

Lack of flexibility and
responsiveness to changing
conditions and external requests

•

Prohibitive and restrictive
process that can potentially
mislead City officials and citizens
regarding audits that will or will
not be conducted

Advantages of Audit Horizon:
•

Less cumbersome; saves time
and resources

•

Results in a realistic, transparent
approach to identify and
prioritize a select number of
audits

•

Provides flexibility and
transparency to address
emerging issues

•

Structured to provide an avenue
for City leaders to request
timely audits

City and County of Denver

Audit Horizon Methodology
The audit plan is based on developing a realistic audit horizon of planned high-risk audits
covering a three-year period. The Audit Services Division (Division) bases its annual audit
plan on the development of such an audit horizon rather than developing a subjective,
overly complex, and incomplete “audit universe.” Historically, many audit organizations
have attempted to develop a comprehensive “audit universe” from which to identify and
prioritize audits. However, this process is cumbersome, time consuming, and generally
reveals that there are literally thousands of possible audits that would require tens of
thousands of audit hours and other resources. Additionally, the inclusion of such a
“universe” could potentially mislead City officials and citizens to believe that all of the
audits included on the listing will be performed and, perhaps more significantly, that any
departments, programs, activities, or contracts not included in the universe are not
subject to audit.
As a result, instead of developing an “audit universe,” the Division utilizes a realistic audit
horizon strategy and approach to identify, prioritize, and manage audits deemed to be
critical to City operations. Specifically, using the risk-based methodology described
throughout the audit plan, the Division identifies and prioritizes a select number of audits
for inclusion into the annual audit plan as well as listing potential audits for the ensuing
two years.
The audits included in the horizon are based on available audit hours each year to ensure
that realistic expectations are established and stated goals are met. The approach also
builds ample hours into the plan for specially requested audits not originally captured on
the plan, and for urgent audit issues that arise throughout the year. This approach
provides the Auditor with a great deal of flexibility to address emerging issues in a timely
manner and for providing high quality and responsive customer service to elected officials
and operational management.
This strategy and accompanying risk assessment methodology has allowed Denver to
execute a less cumbersome annual audit planning process and generate a more realistic,
flexible and transparent set of goals and work activities for the upcoming year. The audit
horizon approach aligns well with the evolution of the audit profession where, in today’s
increasingly complex operational environments, audit functions must stretch beyond
traditional risk-assessment processes, generally focused on short-term risks, to identify
and address emerging and long-term strategic risks.
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The following are examples of the audit types included in the Auditor’s Office’s audit
plan. These include audits that examine:
•

Organizational units within a City agency such as a division or a department

•

Individual
City programs
activities
2013
Annual
Auditand
Plan
City & County of Denver
• Transaction cycles or processes that “horizontally” cross multiple City functions or
Auditor’s Office
departments, such as contract procurement and purchasing, grants, human

Audit Plan
Principles

resources, information technology, etc.
•

Individual financial statement accounts and transactional areas such as capital
assets, leave liability, accounts payable, and payroll

•

Enterprise fund entities such as the Denver International Airport (DIA) and the Golf
Enterprise Fund

•

Contracts and agreements the City has entered into with a third party

•

Specialized audit advisory services (see page 8 for a description of advisory
services)

In order to provide practical guidance
and an authoritative framework for
the development of the annual audit
plan, the Audit Services Division
recognizes the following and observes
basic audit plan principles:
•

Consideration is given to the
unique interests and
responsibilities of the Auditor as an
elected official of the City and the
need to incorporate a risk factor
that, when applied to a particular
audit, would supersede other risk
factors.

•

Audit resources are limited, thus
prohibiting one hundred percent
audit coverage each year.

•

The plan is a flexible and dynamic
tool that can be amended
throughout the year to reflect
changing City risks and priorities.

•

The audit plan gives consideration
to work performed by other
auditors.

•

The audit plan recognizes that
there are inherent risks and
limitations associated with any
method or system of prioritizing
audits. As a result, risk factors are
periodically evaluated and
modified, as necessary.

•

Risk assessment factors used for
selecting annual audits are
designed in conjunction with the
City’s strategic initiatives and
objectives.

By evaluating potential audits from a variety of perspectives, we can ensure that there
is widespread audit coverage in terms of both the types of audits performed, as defined
by the Generally Accepted Government Auditing Standards (GAGAS) promulgated by
the Comptroller General of the United States, 1 and in terms of the City’s vast array of
departments, programs, activities, and contracts.

1

GAO-12-331G United States Government Accountability Office, Government Auditing Standards, December 2011.

City and County of Denver
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Key Tenets and
Attributes of the
2014 Audit Plan
•

Flexibility and Responsiveness

•

Continued Emphasis on
Performance Auditing

•

Improving the Financial
Condition of the City

•

Information Technology Audits

•

Anti-Fraud Focus

•

Robust Audit Follow-up

•

Advisory Services

Description of 2014 Audit Plan
In accordance with City Charter Section 5.2.1, Sub-Section B, the following is a brief
description of the audit plan tenets along with the Auditor’s Office 2014 audit listing (see
page 11) which, consistent with City Charter requirements, identifies the “… particular
departments, agencies, programs, contracts, franchises and other matters that the
Auditor has scheduled for auditing during the fiscal year.” Although the listing represents
the planned audit schedule for 2014, as noted previously, the plan is a flexible document
that is subject to change and, in accordance with City Charter, “… the ultimate decision to
perform any audit shall be at the sole discretion of the Auditor.”
Enhanced Focus on Flexibility and Responsiveness – As described throughout the plan,
the concepts of flexibility, responsiveness, and transparency are core tenets of the
Auditor’s Office annual audit plan. The utilization of the audit horizon methodology and
risk assessment criteria focused on proactively obtaining audit suggestions from elected
officials and operational management demonstrate how these core tenets are actualized
in the audit plan development process.
In this regard, the Auditor and the Director of Audit Services meet regularly throughout
the year with elected officials and operational management to solicit input related to
operational risks and proposed audit engagements as well as to share information related
to issues and risks identified by historical work performed by the Auditor’s Office. A key
component of this outreach is sharing audit follow-up status reports and related trend
analysis with City officials. For the development and execution of the 2014 audit plan, the
Auditor’s Office outreach activities included but were not limited to:
•

Meetings throughout the year with City elected officials including the Mayor,
President of the City Council, and the Clerk and Recorder

•

Meetings throughout the year with City Executive Management including the City
Attorney, Chief Financial Officer, and Chief Information Officer

•

A series of Auditor meetings and interactions with citizens and City employees.

The Auditor’s Office ardently adheres to a citizen-centric model, and we continually
develop strategy and seek methods intended to solicit and address citizen concerns and
questions related to the operations and activities of their municipal government.

The City and County of Denver
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2014 Audit Plan
City & County of Denver
Auditor’s Office

2013 Annual Audit Plan
City & County of Denver
Auditor’s Office

Continued Emphasis on Performance Auditing – The 2014 audit plan continues to reflect a strong emphasis on performance
auditing, particularly in the areas of program effectiveness and assessing the economy and efficiency of various City departments
and programs. Some of these audits emphasize “horizontal” programs and activities that extend beyond individual departments and
programs. These audits will focus on the City’s general governance structure for managing horizontal activities to ensure that
comprehensive control structures are in place and that efficient and effective communication processes and threading exist
between operating departments.
In addition to identifying systemic issues involving key City responsibilities and activities, the primary intent of these types of audits
is to assess the City’s enterprise risk management approach. This audit plan emphasis is well aligned with the heightened focus
nationally in both the public and private sectors on strengthening and improving organizational governance, internal control
environments, transparency, quality of services, financial management, and reporting and fraud prevention and detection activities
and capabilities.
The performance audits in the 2014 plan are well aligned with the Mayor’s strategic performance initiatives focused on economic
vitality, public safety, safety net, children and youth, sustainability, customer experience, and performance review.
Audit Services Focused on Improving the Financial Condition of the City – The 2014 audit plan continues to reflect a strong
emphasis on the financial condition of the City. The 2014 plan includes audits that will examine internal controls and assess
compliance related to critical City fiscal activities such as budgeting, contract and grant administration, accounting practices,
enterprise and internal service fund management, personnel management, and purchasing practices.
Other audits in the 2014 plan will focus on opportunities for revenue maximization, such as analysis of current City fees and cost-ofservice assessments, possible enhancements to City revenue contracts, and maximization of federal and state grant opportunities.
Additionally, the 2014 plan includes performance audits examining areas such as the economy and efficiency of operations;
consolidation, co-sourcing, and outsourcing opportunities; and overall governance processes focused on identifying both service
gaps and redundant activities.
Information Technology (IT) Audits – The 2014 audit plan continues to emphasize IT audits. When we established our IT audit
capability over five years ago, the City’s Technology Services Department did not have a dedicated information security division. Our
risk assessment at the time led us to focus our IT audit efforts mainly in the highly technical areas of data network infrastructure and
information security. As might be expected, our audits over the years have highlighted concerns in the area of information security
governance. Recently, Technology Services established a Chief Information Security Officer (CISO) position, which will enable them
to more directly address information security governance issues.
In the coming year, we will continue to work with Technology Services to mitigate IT security risks and concerns identified by prior
audit work and will also conduct new IT audits focused on key Citywide risks, including change management and access control
practices. Additionally, we will be increasingly integrating IT audit activities into our general performance audit engagements.

City and County of Denver
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Anti-Fraud Focus – In accordance with government auditing standards, all audits performed by the Denver Auditor’s Office include
testing elements designed to identify fraud risk areas across the City and to prevent occupational fraud and other detrimental
activity. Fraud assessment work is particularly important when resources are scarce. The economic outlook for the City and County
of Denver remains a concern, and, though fraud detection is not a primary responsibility of the Auditor’s Office (operational
management is responsible for establishing internal controls to detect and prevent fraud), the Office helps to provide assurance that
City assets are properly safeguarded.
In addition to including limited fraud testing, audits from the 2014 audit plan will have objectives assessing the effectiveness of
internal controls established by operational management to detect and prevent fraud. By highlighting potential gaps within internal
control systems, the opportunity for fraud can be reduced. The Audit Services Division intends to continue its evaluation of potential
risk areas and mitigate the precursors for fraud (opportunity, pressure event, and rationalization) within the identified internal
control system on an audit-by-audit basis rather than through a formal program.
Robust Audit Follow-up Program –The 2014 audit plan will place continued emphasis on follow-up activities with increased hours
for audit follow-up, trend analysis, and reporting activities. One key measure of the general effectiveness of an audit function—and
in the case of the Denver Audit Model, a key indicator of the impact of the change to the City Charter related to our mission—is an
organization’s audit recommendation implementation rate. In a nutshell, this rate is one of the clearest indicators as to whether an
organization is utilizing information provided by internal audit reports to mitigate or reduce identified risks and to enhance
performance and the economy and efficiency of operations.
In 2014, the Division will continue its robust and enhanced follow-up program, which will include significant hours for more in-depth
audit work to verify that appropriate and timely corrective actions have been taken to address prior audit findings and mitigate
identified risks. The Division will periodically report to Audit Committee members and operational management on the status of
various audit findings and recommendations. In fact, the Auditor’s Office will be issuing a multi-year Impact Report in December
2013 that includes percentages for recommendations agreed with and recommendations implemented for all audits issued since
2008.
The Impact Report will also include a trend analysis of audit findings and recommendations within and across City departments and
programs, identifying common Citywide risks. The robust audit follow-up program will also assist the Division with its on-going
performance goal of implementing continuous improvement activities, in this case in terms of the quality and feasibility of audit
recommendations.
Advisory Services Suite – The 2014 plan maintains the Division’s capability to perform a suite of advisory services. The intent of
these advisory services is to provide operational management with timely and critical information and analysis without the formality
and duration of an audit. Generally, with the exception of Audit Alerts, the Division will provide these services at the request of
operational management and elected officials. A description of advisory services is included in the following page.

The City and County of Denver
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Advisory Services Suite

Audit Alerts
•Audit Alerts provide timely identification of potential risk areas that may prevent the
achievement of City objectives. Alerts function as a rapid threading tool for disseminating key
information identified by audit work. Those “at risk” entities can then complete a selfassessment and, if applicable, quickly self-correct any related control deficiencies.

Special Advisory Services
•Special Advisory Services reports provide information on limited reviews of time-critical
assessments, investigations, or evaluations. The Division generally provides these services at the
request of operational management and elected officials. Special Advisory Services reports
further City objectives and goals by providing a reporting vehicle that is flexible, quickly issued,
and focused on singular issues.

Control and Risk Self-Assessment Training
Program
•In 2012, the Audit Services Division developed the capability to begin offering Control Risk Self
Assessment (CRSA) workshops to other City departments and personnel. The intent of the CRSA
workshops is to help management and staff better understand management controls,
understand the risks related to a lack of effective controls, and facilitate a prioritized focus on
the most significant organizational risks. CRSA workshops should help operational personnel
take greater accountability for risk management, regardless of title and authority. The CRSA
program complements the Division’s anti-fraud efforts by demonstrating to agency personnel
how they can improve controls, which may help prevent fraud.

The City and County of Denver

~9~

2014 Audit Plan

With a continued emphasis on performance auditing and the suite of advisory services, we are committed to working with City
management, elected officials, and members of the public to improve the transparency of City operations and to enhance the quality
of City processes, programs, and services.

The Auditor’s Office extends its gratitude and appreciation to the Mayor’s Office, members of the City Council, members of the Audit
Committee, the City’s Operational Management Team, and members of the general public for providing input on the annual audit
plan, requesting audit services, and for supporting the general mission of our Office throughout the year.


The following pages contain a listing of 2014 planned audits, along with a listing of horizon audits projected for 2014 through 2015.
This plan is based upon a fully staffed resource model consisting of six performance audit teams. Audits completed in 2013 are also
listed.

Denver Civic Center Plaza

The City and County of Denver
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Audit

2014 Planned Audits

Entity

Affordable Housing
Collaborative Audit
Initiative

Citywide

Airport Legal Services

Aviation

Business Improvement
District Oversight and
Effectiveness

Independent
Agencies

Change Management
Practices

Technology Services

Community Corrections
Program

Safety

Concessions Management

Aviation

Denver Arapahoe Disposal
Site

Public Works

The City and County of Denver

Audit Objective
To assess the efficiency and effectiveness of state, city, and county affordable
housing programs and activities. This audit will be conducted as part of a
formal collaborative effort with the U.S. Government Accountability Office and
other audit functions across the nation examining this issue on a national
basis. Denver audit work will be specific to the State of Colorado and the City
and County of Denver.
To assess Airport Legal Services (ALS) and compare it to legal departments of
comparably sized airports. Audit objectives will include a review of the use of
outside counsel contracted to complement ALS staff; an examination of ALS
claims, litigation, grievance and arbitration cases; and an assessment of ALS
interaction with other DIA departments.
To assess the efficacy of the usage of City monies provided to various Business
Improvement Districts (BIDs) operating in Denver. Audit objectives will include
a review of internal controls governing the usage of City monies and an
assessment of how effectively these monies are being used to meet the
purposes of BIDs. Additionally, audit objectives will include a political activity
compliance assessment.
To assess internal controls over City information technology applications,
systems, and the system configuration management database (CMDB). Audit
objectives will include follow-up work on change management issues already
identified by prior audit work to assess progress made to address the City’s
low process maturity in this area.
To assess the efficiency and effectiveness of the Department of Safety’s
Community Corrections Program. Audit objectives may include a review of the
City’s contracts with the State of Colorado and related third parties to
administer the Program and an assessment of monitoring processes
performed by the Community Corrections Board.
To assess contract procurement and administration processes and practices,
including an analysis of internal controls and compliance with federal and local
legal requirements related to concessionaires operating at the airport. Audit
objectives may also include an assessment of Aviation’s concessions
management strategy. Aviation’s Commercial Division oversees airport
concessions, which amount to over $200 million annually. The audit was
initiated in 2013 and will be completed in the first quarter of 2014.
To assess the structure and practice of the Arapahoe disposal site inter-city
billing to ensure a sound internal control framework is present and
operational. Audit objectives will include a review of the internal control
environment over this City-owned solid waste landfill. The landfill is operated
by a third party and audit work will include a contract compliance review.
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Audit

2014 Planned Audits

Entity

Denver’s Road Home

Human Services

Denver Urban Renewal
Authority

Independent
Agency

Emergency Preparedness

Aviation

Identity Management

Technology Services

Medical Marijuana Excise
Tax & Revenue Controls

Finance

Minority, Women and/or
Disadvantaged Businesses
Program

Economic
Development

Mobile Devices

Technology Services

Motor Vehicle Division

Finance

City and County of Denver

Audit Objective
To assess the effectiveness of the Denver’s Road Home program activities
towards attaining the stated goal of ending homelessness in Denver within ten
years. Audit objectives will examine the efficiency and effectiveness of services
provided to homeless individuals under the auspices of the program, including
access to services, skill development activities, the quality of shelter services,
community awareness initiatives, and reforms to the City’s zoning and building
codes to ensure an adequate supply of emergency and affordable housing is
present in Denver.
To assess the effectiveness of the Denver Urban Renewal Authority’s (DURA’s)
oversight and management of approximately $340 million in tax increment
financing bonds. Audit objectives will include an assessment of internal
controls governing the usage of these monies as well as a performance
assessment of the usage of these monies to meet the goals of DURA, including
redeveloping blighted properties and facilitating economic growth within the
City.
To identify strategies to improve the effectiveness of the DIA emergency
management governance structure; enhance DIA emergency preparedness
planning, training, and corrective action implementation; and strengthen
outreach to community partners in emergency preparedness. We will conduct
testing to determine if DIA has an emergency preparedness strategic plan and
examine compliance with applicable federal regulations.
To assess the effectiveness of internal controls used by Technology Services to
manage and monitor system access to City information technology systems.
Audit objectives will include an assessment of provisioning and de-provisioning
processes for user accounts.
To assess the excise collection process within the City’s Treasury Division to
ensure that an adequate system of internal controls enables the accurate and
timely collection of excise tax due to the City from the various medical
marijuana operators doing business in the City and County of Denver.
To assess the Office of Economic Development’s (OED’s) efforts towards
monitoring and enforcing City ordinance, equal employment opportunity
regulations, and federal guidelines related to City contracting practices with
minority-owned, women-owned, and disadvantaged businesses. This audit will
be designed to complement the performance audit the Auditor’s Office issued
in 2011 examining the OED’s Division of Small Business Opportunity, which
focused primarily on strategic planning and certification processes.
To assess City policies and practices related to the usage of electronic mobile
devices. Audit objectives will include an assessment of internal controls for
access, acceptable use, antivirus, right to audit, remote destruction for lost or
stolen devices, and user security awareness training.
To assess the economy and efficiency of the Denver Motor Vehicle Division's
operations. Audit objectives will include an assessment of the security and
adequacy of automated systems, customer satisfaction, fees, and compliance
with applicable requirements.
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Audit

2014 Planned Audits

Entity

On-Call Contractor
Administration

Citywide

Parks and Recreation
Administration

Parks and
Recreation

Police Response Time

Safety

South Terminal
Redevelopment Program
(STRP) – Phase II

Aviation

Stormwater
Administration

Public Works

Traffic Engineering
Services

Public Works

City and County of Denver

Audit Objective
To assess City strategy and practices related to the use of on-call contractors.
Audit objectives will include a review of internal controls governing the use of
on-call contractors, including procurement, contract administration, and
performance measurement. The audit will also examine expenditure
information for accuracy and appropriateness.
To assess the efficiency and effectiveness of Parks and Recreation
administration practices. Audit objectives may include an assessment of the
Department’s budgeting, accounting, and performance measurement
activities, the implementation of a strategic plan for golfing enterprises, park
permitting processes, contracting practices, and external revenue generation
strategies. The audit was initiated in 2013 and will be completed in the first
quarter of 2014.
To determine and assess police emergency response times. Audit objectives
will utilize data analytics to determine response times and to perform a trend
analysis to determine any causes for decreases in response times or for gaps
between standards and actual times. This root cause analysis will also include
a review of the Department’s community policing strategy as it relates to
response times.
To determine if costs charged to the South Terminal Redevelopment Program
(STRP) are in accordance with the terms and conditions of applicable
contracts, and to ensure labor, materials, equipment, equipment rentals,
disposable tools, and overhead costs are properly billed and received. Audit
objectives will include a review of payments made to contractors to ascertain
whether amounts agree to amounts billed to the STRP project, are timely, and
are adequately supported. The audit will also include a review of STRP
competitive bidding process conducted for major purchases of materials and
services. The Division plans to engage an external audit firm, with airport
construction expertise, to assist with this audit.
To assess regional and Citywide collaborative approaches to stormwater
management. Audit objectives will include an examination of the City's
stormwater permit process; the imposition of Total Maximum Daily Load
requirements for the South Platte River as a condition of permit renewal; and
an assessment of common practice for stormwater management in similar
cities. The audit will contrast traditional stormwater management practices
with other management techniques.
To assess the effectiveness of the Division of Traffic Engineering Services’
traffic control system. Audit objectives will include a review of the traffic signal
system and the Intelligent Transportation System as well as an assessment of
the effectiveness of intra-governmental coordination. The audit was initiated
in 2013 and will be completed in the first quarter of 2014.
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2014 Audit Plan

2015 – 2016 Audit Horizon

Audit

Entity

Accounts Receivable and
Payable Controls

Aviation

Arts Funding Controls

Arts and Venues

Aviation Police and Fire
Services

Aviation

Civil Service Commission

City Council

Code Enforcement

Community
Planning and
Development

Commerce Hub

Aviation

Economically Sustainable
Communities

Economic
Development

Employee Engagement

Office of Human
Resources

Energy Management
Program

General Services

City and County of Denver

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
To assess internal controls governing airport accounts receivable and payable
functions. Audit objectives will assess whether the airport’s accounts receivable
section properly bills, collects, and accounts for revenue and whether the
airport’s accounts payable section properly reviews, pays, and accounts for
payables.
To determine the efficiency and effectiveness of the funding for Arts and
Venues, including eligibility, submitting applications within established
deadlines, contracting, and reimbursement documentation.
To review the accuracy and reporting of current level-of-service indicators for
police and fire services at DIA. Audit objectives will also include an analysis of
workload and performance measures to assess the effectiveness of services
rendered.
To assess the effectiveness and efficiency of activities performed by the Civil
Service Commission. Audit objectives may include an assessment of the
Commission’s compliance with legal requirements related to employment
candidate testing as well as those related to employee promotion and
discipline.
To determine the efficiency and effectiveness of Code Enforcement Officers;
assess the financial impact of code enforcement as it relates to the citation
process, which imposes penalties for non-compliance with code; and assess the
effectiveness of administering fines through citations or tickets and imposing
fines or liens on property.
To assess the efficiency and effectiveness of the airport’s Commerce Hub in
meeting its mission of providing a one-stop business center for entrepreneurs
looking to secure business opportunities at the airport as well as providing
support to current concessionaires operating at DIA. Audit objectives may
include an assessment of performance measures and supporting data to
determine the impact and effectiveness of the program.
To assess the efficiency and effectiveness of the Office of Economic
Development’s Economically Sustainable Communities Program. Audit
objectives may include an assessment of internal controls for the Program’s
fiscal activity as well as an analysis of performance measures and supporting
data demonstrating the impact of Program activities and expenditures.
To examine City employee engagement. Audit objectives may include test work
and focus groups to determine if improvements can be made to create an
environment that fosters increased employee engagement. The audit may seek
to determine an array of themes to be included in a human capital strategic
plan.
To assess the effectiveness and efficiency of the Department of General
Services’ Energy Management Program. Audit objectives may include an
assessment of Program activities to track and reduce energy costs, usage, and
greenhouse gas emissions throughout the City

~ 14 ~

2014 Audit Plan

2015 – 2016 Audit Horizon

Audit

Entity

General Fund Controls

Finance

GenTax

Technology Services

ICS/SCADA Systems

Technology Services

Indirect Cost Accounting
Practices

Citywide

Legislative Services

City Council

Mayor’s Office for
Education and Children

Mayor’s Office

Natural Resources
Protection and
Management

Parks and
Recreation

City and County of Denver

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
To assess internal controls over the City’s general fund, the predominant fund
for recording and reporting the general government activities. Audit objectives
may include an examination of fund balance and its constituent parts,
specifically the deficiencies fund and the unreserved fund balance (rainy day
fund). Audit objectives may also assess fund structure compliance with
Governmental Accounting Standards Board standards fund balance reporting
and governmental fund type definitions.
To assess the effectiveness of Information Technology General Controls over
the City’s critical tax collection system.
To assess the City’s internal control environment related to high-risk
information technology systems. Industrial Control Systems (ICS) and
Supervisory Control and Data Acquisition (SCADA) systems are often critical
public safety and public health related systems, such as prison cell security,
traffic control, water and waste treatment, and video surveillance systems. The
audit may also determine whether internal controls, including disaster recovery
controls, are mature and regularly monitored and tested.
To assess City strategies and practices for managing indirect costs. Audit
objectives may include analyzing indirect cost trends for up to ten years,
comparing budgeted projections with actual indirect costs, identifying root
causes for the growth and/or deviations of indirect costs over the review
period, determining whether the City monitors growth and/or deviations of
indirect costs and analyzing the methodology used to do so, determining if any
losses were incurred by the general fund due to unreimbursed indirect costs,
and assessing activities related to monitoring and controls over indirect costs.
To assess the effectiveness and efficiency of activities performed by Legislative
Services in support of the City Council. Audit objectives may include an
examination of support costs, compliance with City legal requirements related
to Council activities, records management practices, and a quality assessment
of research and other information provided to Council members by Legislative
Services personnel.
To assess the effectiveness of programs administered by the Mayor's Office for
Education and Children. Audit objectives may include a review of the Office's
outreach activities, partnerships with Denver Public Schools, and administrative
practices related to the Denver Great Kids Head Start Program. The audit may
also assess internal controls for the Office's grant administration activities.
To assess the efficiency and effectiveness of the Department of Parks and
Recreation’s Natural Resources Protection and Management Program. Audit
objectives may include an assessment of forestry management processes,
including a review of the City’s Mile High Million tree-planting program. Audit
objectives may also include a review of training and supervision activities for
park rangers as well as an assessment of public outreach and partnering
activities.
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2014 Audit Plan

2015 – 2016 Audit Horizon

Audit

Entity

Office of the Chief
Financial Officer

Aviation

Oil Lease Administration

Aviation

OSI

Safety/Police

Parking Management

Public Works

Parks Planning, Design and
Construction

Parks and
Recreation

Peak Performance
Program

Mayor’s Office

Police Air Support Unit

Safety

Private Activity Bonds

Denver Housing
Authority

Property and Evidence
Management

Safety

City and County of Denver

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
To assess the internal control environment governing airport financial activities.
Audit objectives may include an assessment of whether airport assets are
properly accounted for and expended in a manner consistent with applicable
laws, policies, plans, and procedures. Audit objectives may also include an
examination of the airport’s organizational structure and communication
strategy related to financial management activities. Audit work will follow-up
on prior work performed by the Auditor's Office involving airport financial
management as well as audit work performed by the City's external auditor.
To assess the accuracy of revenues collected by the City from the lease of oil
wells and the sale of oil production at DIA. Audit objectives may include analysis
of lease terms, production and sale contracts, joint operating agreements,
applicable state and federal regulations, production and sale statements,
comparison of received rents and bonuses to contractual obligations,
verification of production volumes and sale values, as well as any applicable
allowances.
To assess the effectiveness of Information Technology General Controls over
the Denver Police Department’s crime statistics reporting system, OSI.
To assess the efficiency and effectiveness of the Department of Public Works’
parking management program. Audit objectives may include an assessment of
the program’s collection activities related to contract management, internal
controls for cashier activities, and a review of bad debt write-off policies.
To assess the efficiency and effectiveness of the Department of Parks and
Recreation’s Parks Planning, Design and Construction Program. Audit objectives
may include an assessment of the Department’s Capital Improvement Plan as
well as a review of internal controls for construction activities.
To assess the effectiveness and impact of the Mayor’s Peak Performance
Initiative. Audit objectives may include an assessment of work activities and
methods utilized for the initiative as well as an examination of program costs.
Audit objectives may also examine performance metrics and supporting data
demonstrating the impact of this key initiative on City operations and fiscal
sustainability.
To assess the effectiveness of the Denver Police Department's Air Support Unit.
Audit objectives may include an evaluation of costs, including cost-sharing
agreements, staffing, equipment, and safety procedures.
To assess internal controls for City-issued private activity bonds related to
housing within the City and County. Audit objectives may include an assessment
of administrative procedures designed to comply with the Colorado Revised
Statutes and the Internal Revenue Code in order to preserve the City’s ability to
issue private activity bonds in future years.
To ensure that confiscated drugs and weapons are destroyed in accordance
with City and state policies. Audit objectives may also include evaluating the
adequacy of controls over tracking firearms and equipment.
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2014 Audit Plan

2015 – 2016 Audit Horizon

Audit

Entity

Public Health Assurance

Environmental
Health

Public Relations

Public Works

Records Management

Aviation

Retail Marijuana Licensing
& Revenue Controls

Finance

Safety Management
System

Aviation

Self-Insurance Program

Finance

Sheriff Commissary

Safety

Social Service Contracts

Human Services

Unclaimed Property

General Services

City and County of Denver

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
To assess the effectiveness and efficiency of the Department of Environmental
Health in providing public health assurance to City residents. Audit objectives
may include an assessment of strategic planning activities, performance metrics
and supporting data, interagency coordination, public outreach and
communication activities, and emergency preparedness plans.
To assess the Department of Public Works’ media response unit capability.
Audit objectives may include examining existing business process for potential
improvement using common practice guidance. Audit objectives may also
include performing audit testing to ensure that Public Works has the capability
to communicate effectively with external stakeholders in the media.
To assess records management practices at DIA. Audit objectives may include a
review of information for a two-year period to assess compliance with records
management policies, procedures, and best practices.
To assess the excise collection process within the Department of Finance’s
Treasury Division to ensure an adequate system of internal controls exists that
provides for accurate and timely collection of excise tax due to the City from
retail marijuana business operators doing business within the City and County
of Denver.
To assess internal controls and related activities designed to ensure that DIA is
operating and developing a safe and efficient airfield. Audit objectives may
include a review funding and related project proposals for compliance with
applicable Federal Aviation Administration standards.
To assess the adequacy of internal controls over the City’s Medical Self
Insurance Program, which may include claims processing, monitoring, oversight,
and eligibility determination.
To assess the Department of Safety’s food services through an evaluation of the
menus and planning, inventory orders and controls, preparation, and
distribution. Audit objectives may include identifying the costs associated with
the provision of food services and determining ability for additional capacity or
revenue streams.
To assess the Department of Human Services’ procurement and oversight
processes for selected social service contracts. Audit objectives may leverage
audit work performed by external agencies to perform root cause analysis for
any systemic or long-standing internal control issues related to social service
contracts. Audit objectives may also include assessing performance metrics and
supporting data to determine the impact of these contracted services.
To assess internal controls for unclaimed property within the City and County.
Audit objectives may include an assessment of processes used to record and
dispose of unclaimed property, the majority of which results from activities
involving Theaters and Arenas, Aviation, and Safety.
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2014 Audit Plan

2015 – 2016 Audit Horizon

Audit

Entity

Undersheriff Operations Vehicle Impound Facility

Safety/Sheriff

Web Security

Technology Services

City and County of Denver

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit Objective
To assess the internal control environment for the City’s vehicle impound
facility operated by the Sheriff Department. Audit objectives may include an
assessment of record-keeping practices, acquisition and disposal processes, and
revenue-collection activities.
To assess internal controls related to the City’s coding practices for public-facing
web pages, such as Denvergov.org, 311, and payment portals. Audit objectives
may include the identification and review of the City’s external facing websites
and a review of the coding used for internally developed sites.
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2014 Audit Plan

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit

Civil Litigation Program

2013 Completed Audits

Department

City Attorney’s Office

Court Accounting Practices

County Court

Fiscal Sustainability*

Mayor’s
Office/Finance

Human Services
Administration*

Human Services

Medical Marijuana
Licensing

Excise and Licenses

Network Security

Aviation

Office of the Deputy Chief
of Administration

Safety/Police

City and County of Denver

Audit Objective
To assess the effectiveness and efficiency of current City practices related to
civil litigation. Audit objectives may include a review of current City practices
related to civil litigation settlement, including an assessment of current
process internal controls and compliance, a review of cost-benefit analysis
methodologies employed for settlement decisions, trend analysis to identify
root causes for recurring civil litigation issues, and a determination of the
reasonableness of City civil litigation settlement costs.
To assess the internal control environment for the Denver County Court’s
financial management activities, including budgeting and accounting
practices. Audit objectives may include an examination of controls governing
for fine and penalty collection processes and may include an assessment of
Denver County Court purchasing and contract management practices.
To assess the effectiveness of City budgeting practices and performance
measurement. Audit objectives may include a review of the City's budget
development process from an efficiency and effectiveness perspective, an
assessment of customer relations, the effectiveness of budget monitoring
processes, and an assessment of data and performance information used by
the leaders to make critical public policy decisions impacting the fiscal
condition and sustainability of the City during a time of decreasing resources
and increasing public demands.
To assess the Department of Human Services' strategic planning, budget, and
personnel management practices. Audit objectives may include an evaluation
of the recently implemented Career Service Authority (CSA) Human Resources
team as well as an assessment of budget management and performance
measurement activities. Audit objectives may also include an internal control
trend analysis related to external audit activity within the Department to
identify root causes for repeat findings.
To assess the policies and practices of the Department of Excise and Licenses’
medical marijuana operations focusing on the associated processes and
controls and their efficiency and effectiveness. The audit also included
reviewing recommendations for follow-up from our August 2010audit of the
Department.
To assess the efficiency and effectiveness of overall DIA network
infrastructure security management, including firewall and router
configuration, patch management, intrusion prevention and detection,
logging event correlation and monitoring, and wireless access configuration
management.
To assess the economy and efficiency of the Denver Police Department’s
(DPD’s) budgeting and performance measurement practices. Audit objectives
may include an assessment of DPD staffing strategy, overtime costs, and the
role of the Office of the Deputy Chief of Administration in DPD’s disciplinary
review process.
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2014 Audit Plan

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit

2013 Completed Audits

Department

Planning and
Development Division

Aviation

Public Services*

Denver Public Library

Purchasing Division

General Services

Signature Authority*

Aviation

Social Media Usage*

Technology Services

Street Maintenance*

Public Works

City and County of Denver

Audit Objective
To assess the efficiency and effectiveness of Aviation’s Planning and
Development Division. Audit objectives may include a review of the current
status of the South Terminal Redevelopment Program (STRP) project plan,
including follow-up on our 2012 audit of STRP. Additional audit objectives may
include an assessment of Aviation record and energy management practices.
To assess the effectiveness of the Denver Public Library in terms of meeting
key mission and performance objectives. Audit objectives may include
evaluations of privacy concerns, bad debt collections, quality of collections
and holdings, strategic planning processes, and Internet access and
broadband build-out processes and controls.
To assess the economy and efficiency of the City's purchasing function. Audit
objectives may include the following: assessing purchasing internal controls
including a review of selected purchases, determining processing time for
purchases, evaluating customer satisfaction, and incorporating a
benchmarking and literature review to identify best practices. Audit work will
include an assessment of the effectiveness of the City’s Procure-to-Pay (P2P)
system.
To assess internal controls related to signature authority for Aviation
agreements. Audit objectives may assess whether a consistent signature
authorization policy is in place for the review, approval, and authorization of
transactions necessary to commit DIA funds, obligations, contracts, and assets
and whether the signature authority policy as applied is a functional
component of the airport’s internal control system.
To assess City strategy, governance, policies, and practices related to the use
of social media. Audit objectives may include a review of records
management practices, an assessment of privacy and information security
controls, as well as an analysis of efficacy of City social media utilization
practices in terms of increasing public awareness and pathways for citizens to
interact with their City government. Audit objectives may also determine if
and how data collected through social media avenues are used to perform
trend analysis to improve City services.
To assess the efficiency and effectiveness of Public Works’ street maintenance
activities. Audit objectives may include an assessment of customer service and
responsiveness, a review of strategic planning and cost containment practices
related to street and alley resurfacing, an analysis of geographical distribution
and equity of maintenance activities, an analysis of contracting practices, and
a review of the snow removal program.
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2014 Audit Plan

2014 Audit Plan
City & County of Denver
Auditor’s Office

Audit

Workforce Development
Program

2013 Completed Audits

Department

Audit Objective

Office of Economic
Development

To assess the effectiveness of the Office of Economic Development's (OED’s)
Workforce Development Program. Audit objectives may include an
assessment of current OED performance measures used to monitor the
effectiveness of the Program as well as an analysis of OED efforts to maximize
federal and state funding sources. Audit objectives will attempt to assess
OED’s action to address on-going unemployment issues within the City and
County.

*Indicates audits that are expected to be completed and released prior to the close of the 2013 calendar year.

City and County of Denver

~ 21 ~

2014 Audit Plan

This page intentionally left blank

Annual Audit Plan prepared and designed by:
Kip R. Memmott, Director of Audit Services
John Carlson, Deputy Director of Audit Services
Audrey Donovan, Deputy Director of Audit Services
Emily Jacobson, Communications Specialist
Edyie Thompson, Executive Assistant
Photos courtesy of VISIT DENVER and Civic Center Conservancy
Questions and Comments can be directed to:
City and County of Denver
Office of the Auditor
Audit Services Division
201 West Colfax Avenue, Department 705
Denver, Colorado 80202
Phone: (720) 913-5000  Fax: (720) 913-5026
www.denvergov.org/auditor

City and County of Denver
Office of the Auditor
201 West Colfax Avenue, Department 705
Denver, CO 80202
www.denvergov.org/auditor

