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Honorable Dennis J. Gallagher
Office of the Auditor
City and County of Denver

This annual report summarizes the objectives and accomplishments of the Audit Services
Division of the Auditor's Office for the year ending December 31, 2010. The Division issued 26
audit reports and performed several non-audit advisory services during the year. These reports
and services fully supported and helped to further the continuous improvement activities of the
City and County. These reports and services are summarized herein. In addition to producing
high-impact audit reports and providing a number of advisory services, the Audit Service
Division had several notable accomplishments during the year.

Division accomplishments included co-hosting an Oversight Forum with the United States
Government Accountability Offi cAudit Mohdee | parimaste nt a
events including a presentation provided at the request of an Alabama chapter of the
Association of Government Accountants (AGA) and a presentation made in early 2011 at the
Southwest, Southeastern & Mountain and Plains Intergovernmental Audit Forums Joint
Conference in Santa Fe, New Mexico; presentations of data analysis techniques at an ACL

users meeting and at a chapter meeting of the Institute of Internal Auditors; and establishing a
progressive national reputation through the formation of strategic partnerships with federal,

state, and local government auditing functions. Additional accomplishments included the
initiation of a formal anti-fraud program to identify high risk areas across the city and reduce the
opportunity for occupational fraud and the implementation of a Control Risk Self-Assessment
training program to help employees enhance the

The Division will continue to undergo significant transition during 2011 as we implement
improved activities and processes focused on enhancing the quality of audit services. We are
fully committed to meeting the expectations of the citizens of Denver related to maintaining a
robust, independent internal audit function by working in a collaborative manner with City
management to ensure that the City conducts business in a transparent, efficient and effective
manner.

Sincerely,

K Mgssdt”

Kip R. Memmott, MA, CGAP, CICA
Director of Audit Services
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OVERVIEW

TheAudit Service§ A A aA 2y 27T (doBlucsindBpkniehNiBrBrmangeTaddiisSf

City agencies, programs, and contracts. Our audits focust@ngthening governance,
enhancingefficiency, increasing revenues anceducing costsand improving the quality of
servicesprovided to citizens by the City and County of Denver. The Division, under the
leadership of the elected Auditor, strives to keep residents informed about the activities of
their City and County government by adhering to a citizen centric focus. Our reports are
structured to communicate the work performed by the Division in an easily understood manner
FYR 6S FT2NXIff& LINBaSyd | dzRAGA RdzNWeoBen bKS /
the public and frequently televised in order to further government transparency and
accountability.

The Division utilizea dynamic and flexible audit plan designed to significantly enhance the
impact of audit servicesThe Divisionusesa realistic audit horizon strategy and approach to
identify, prioritize and manage audits deemed to be critical to City operations. Specifically,
using the riskbased methodology described throughout the audit plan the Division identifies
and prioritizes a sekt number of audits for inclusion into the annual audit plan as well as
listing potential audits for the ensuing two year§he plan includes significant hours for
performing specially requested audits and for urgent audit issues that arise throughoyééne

not originally captured on the plan. This provides the Auditor with a great deal of flexibility to
address emerging issues in a timely manner and for providing high quality and responsive
customer service to elected officials and operational managgme

In 2010, he Division issued 2performance audit reports and conductesbveral noraudit
advisory services during the year. These reports and services fully supported and helped to
further the continuous improvement activities of the City and Coughile the Division
maintains the capability to perform financial audits and attestation engagements, we primarily
conduct performance audit®er Government Auditing Standards (GARpmulgated by the

[ 2YLIONRT E SNI DSYSNI t 27F diakds objesfivies rBa vafy ividdly &dd>  d
include assessments of program effectiveness, economy and efficiency, internal control,
O2YLX Al yOS | yR LIBHRdHi¢IdXs idgsae8 antl govidoy sefvide® provided by
the Division in 2010 are summargz&erein.

I 1Se 321t 2F GKS ! dzZRAGZ2NRA hFFAOSET Ay I RR
providing valueadded services for the citizens of the City and County of Denver, is to network
and collaborate with other federal, state and localvgrnment auditing organizations and
associations to enhance and evolve the auditing and accountability profession. During 2010 and
continuing into 2011, in order to further this goal and to share our innovations with other audit
entities, the Office madeseveral welNBS OSA SR LINBaSydl GA2ya RAaA
a2RSf¢& G2 LINRPFTSaarzylft | 002dzyGloAtAGe 2NAIY
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Additionally,0 KS 5Sy@SNJ ! dZRAG2NRa hF¥FFAOS | yR GKS !
co-hosted a solebut conference at the htsric Magnolia Hotel in downtown Denvar August

of 20100 ¢ KS O2yFSNBYyOS GKSYS 41 a4 GKS ah@SNBASI
$787 billion in stimulus funds authorized by the American Recovery and Reinvestment Act of
2009 (ARRA) has resultedmereased responsibilities for the governmental auditing profession,
YI1TAy3 GKAA &8SINRa&E GKSYS LI NGAOdzE I NI & NBfSOQ

The Division alstaunchedseveral programs and initiativés improve the/ A (efe@tieness

of internal controk, and risk managemenprocessesSpecifically, we developeah extensive
anti-fraud program designed tadentify risk areas across the City and prevent occupational
fraud and other detrimental activity from occurring. While measures like these are always good
for an organizabn, they become particularly important when resources are scarce. The
SO2y2YAO 2dzift 221 FT2N GKS /AlGe 2F 5Sy@SNI NB)
positively contribute to the City andtizen by providing assurance th@ty property and asets

are properly safeguarded.

Additionally, the Division initiated @ontrol and Risk Sefssessment (CRSA) trainprggram

for City departments and personnel intended to assist managers, supervisors and staff to better
understand management controldhe relationship between those controls, the risks related to

a lack of effective controls and how controls are central to the strategic vision of the City. The
core objectives of this training are to help operational personnel assume accountabilitykfor ris
management, regardless of title and authority, to provide City business units with skills for
analyzing and reporting on internal controls and to facilitate a prioritized focus on the most
significant organizational risks.

Finally, to ensure thatudit engagement follow up work is cormgied andto assess the
effectiveness and impact of audit engagemerttse Divisiondesigned and implementedn
enhanced followup program that includg significant hours for more wdepth audit work to

verify that correctie actions have been taken to address prior audit findings. The program
includesNBS 3dzf F NJ ' YR F2NXIf NBLRNIAy3a (G2 GKS [/ Al
and operational management on the status of various audit findings and recommendations.
This program also includa trend analysis within and across City departments and programs in
GSNX¥a 27F YIylFr3SyYSyild NBalLRyairgSySaa |yR ai?2
recommendations. The more robuatdit followrup program will also assishé Division with

its onrgoing goal of implementing continuous improvement activities, in this case in terms of
the quality and feasibility of audit recommendations.

CKS S5AQAAA2Y aAYOSNBfe (KFyla ! dzRAG2NJCD I
Council members, the Clerk and Recorder, City management and employees and especially the
citizens for their collaboration, trust and support throughout the year. We are committed to
fully meeting the expectations of the citizenry in 2011 by workimg collaborative manner

with City elected officials and personnel to ensure that the City conducts business in a
transparent, efficient and effective manner.
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ROLE AND AUTHORITY

City Charter, Article V, Part 2, SectiorGeneral Powers and Duties Adiditor, establishes the
duties and responsibilities of the Auditdrhrough the 2006 November election, Denver citizens
@20SR G2 FYSYR GKS /AdGe [/ KFENISNI 42 AYLINRGS
enhancing the important role of the inpendent Auditor.

The amendment to the City Charter significantly changed the role of the Auditor as defined in
Article V, Part 2, Section General Powers and Duties of Audiadfective January 1, 2008.
Historically, the Auditor served as the generat@mtant for the City and, as such, maintained
0KS /AGeQad FTAYILIYOAILf NBO2NRaxX YR LI AR [ Al
based on the Charter revision, the accounting and payroll functions transitioned to the

/[ 2y G NRf f SNX athe hChigf A Rh&nciadz@fcér Nivho officially assumed Charter
responsibility and authority for those functions on January 1, 2008.

LY FTRRAGAZ2Y G2 YI{1{Ay3a GKS&asS OKlIy3aSa G2 GKS
revisions significantly enhancethe independent standing and authority of the Auditor.
Specifically, the Charter authorizes the Auditor to conduct audits of all City entities in
accordance with generally accepted governmental auditing standards promulgated by the
United States Comptr@lt General. These standards establish clear definitions and
requirements related to the independence of the audit function. The fact that the Denver City
Charter now requires the Auditor to comply with these standards has resulted in the
establishment of ne of the most structurally independent government audit functions in the
country.

Government auditing standards requiean external peer review every three years. In October
Hangp GKS 1 dzZRAG { SNIBAOSA 5A DA AA 2 yrecam extérhay (0 K
peer review, which was conducted by the Association of Local Government Auditors (ALGA).
The peer review team, consisting of three accomplished managers representing local
government audit functions from around the country, determined amined that the Audit
Services Division fully complied with Government Auditing Standards promulgated by the
Comptroller of the United States for the review period. This determination of full compliance is
the highest possible level of compliance under &leGA peer review program.

In addition to their finding of full compliance, the peer review team identified areas where the
Division excels including core audit tenets and processes that are critical for not only an
effective system of internal controlecessary for full compliance with professional standards
but for ensuring that work activities performed by the Division add significant value to City
operations. Specifically, the review team identified several best practices used by the Division,
most of which were implemented during the latter part of the peer review period when the
Division underwent significant internal restructuring as a result of the amendment to the City
Charter. These areas include: the significant level of the structural anditefggdendence of
GKS 1'dZRAG2NNDE hFFAOST FdzRAG LI FyyAy3d G§SOKYA
tools and sophisticated project planning and budgeting processes, high quality and expansive
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reporting practices, progressive management angesvisory techniques and the utilization of
anautomated audit project management system including electronic working papers.

In addition to the inclusion of the requirement to adhere to these standards, the Charter and
resulting City ordinance citatioriaclude other provisions intended to strengthen the role and
impact of the City internal audit function. These provisions include:

e ¢CKS /KIFENIGSNI FdzikK2NAT Sa GKS 1dzRAG2NI G2 K|

accounts, reports, vouchers or othexaords or information maintained by the Manager
2F CAYylLyOS 2NJoe Ftye 20KSNJI RSLINIYSy(d 2N

e Ordinance (Sec. 2B76) requires that audited City agencies and departments formally
respond to audit findings and recommendations. spenses must specify either
agreement with findings and recommendations or reasons for disagreement with
findings and recommendations, plans for implementing solutions to issues identified
and a timetable to complete such activitiand

e The Charter estaishes a formal, independent Audit Committee chaired by the Auditor
and consisting of six other members. The Mayor, City Council and Auditor each appoint
two members. The Audit Committee performs several critical functions including,
among other responsilities, annually commissioning and monitoring an independent
external audit of the finances of the City (known as the Comprehensive Annual Financial
Report ¢ CAFR) and communicating findings and recommendations of internal audit
reports.

Under the revisd Charter and ordinance provisions, the Audit Services Divisissignificantly
expanded our performance and information technology audit capability. The continued
RSOSt2LIYSyd 2F GKSaS G2 | dzRAG &LISOA lhiligge N
to examine City government programs, processes, and internal controls, thereby assisting
management to reduce costs, improve the quality of services, and enhance the transparency of
City operations.

! Audit follow-up activity is an essential component of the audit process. Division conducts audit followp work to

evaluate the efforts made by management to address weaknesses and risks by audit reportsloVhepgq@rocess ensures

that management takes action to address issues identified by audits and helps the Division to assess management
NBalLRyar@gSySaa G2 2NAFyATFGAZYLFf NR&Al& YR AaadsSa. 6AdSod 4l
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MISSION

AND ACCOMPLISHMENT
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Mission Statement

To promote open, accountable, efficient and effective government by performing impartial
reviews and other audit services that provide objective and useful information to improve
decision making by management and the people. We will monitor aggbrr on
recommendations and progress towards their implementation.

2010Goals

The Audit Services Division established the following continuous improvement goals for 2010
AYGSYRSR (2 SyKIyOS (GKS 5AQ0AaArz2yQa loAftAGe

Goals Status

V Address the need for supplemental regulation to support enabling

legislation; Complete

V Perform routine maintenance of the Policies and Procedures Man Annually
to enhance guidance and address Government Audit Standards
Revisions;

V Implementkd electronic work paper software application program tc

) - . : ) Complete
enhance audit efficiencies and timeliness; P

V Reassess and update the annual risk based audit plan to prioritize
audit work used to assess the adequacy and effectiveness of the Annually
/| AleQa &aeadobidls;2F Ay UdSNYL§

V Receive professional industry recognition for audit quality through _
the application for awards and presentations at national and local ~ Orrgoing
conferencesand through submitting articles to professional trade
publications

V Continue b enhance utilization of electronic audit tools including
data mining software and flowcharting software;

On-going
V Coordinate, facilitate, and assist the Audit Committee in carrying ¢

their powers and duties; Ongoing

V Followup on the status of manageant action on findings and
NEO2YYSYRI(A2yaao {SS1T G2 AyO Ongoing
remedy findings by identifying and reporting actions taken; and

V Proactively recruit staff members to fill existing vacancies. On-going

City & County of Denver Auditords Office 8
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The Division Mli continue to undergo significant transition during 20hs we strive to
implement continuous improvement activities focused on enhancing the quality of audit
services. In addition to themgoing goals developed for 201the Division has established the
following improvement goals for 2011:

e Hostthe Mountain & Plains Intergovernmental Audit Forum;

e Partner with the U.S. Government Accountability Office (GAO) on American Recovery &
Reinvestment Act (ARRA) Oversight Activities involving the City of Denver;

e 940Gl 0ftAAK a0NRYy3I NBfIFGAZ2Ya HIWiRrardathéenetsted O ( A
officialsresulting from the 2011 electign

e Fully aeploy AntiFraud enhanced Audit Follovdp and Control Self Assessment Initiatives;

e Expand participation and commigation with local and national external audit
organizations including the Institute of Internal Auditors (llA), the Association of Local
Government Auditors (ALGA), and the U.S. Government Accountability Office (GAO). For
example, the Division will contire participating in the ALGA peer review program and the
l dzZRAG { SNBAOSa S5ANBOG2N) KIFa NBOSyidte o6SS
committee

e Expand performance audit services to include environmental awgdpabilities and
objectives

e Updateoperating policies and procedures and provide comprehensive staff training on new
procedures and processes and fundamental audit skills including: performance auditing
methods andtechniques, project management, audit report writing, and fraud detection
and pevention;

¢ Implement an enhancedquality assessment progranThe Division will be piloting our
Control SeHRisk Assessment program internally as part of this effort

e Continue to improve reports including new templates and enhanced presentation of written
findings and related graphics and photographsluding the implementation of a style
guide

e Continue to define our role in modeling companion legislation as referred to within the
l dzZRAG2NRa Syl ofAy3a tS3IAand I GA2Yy SFFSOUABS

e Prepare our anual audit plan by the third Monday of October for the ensuing fiscal year
and submit to the Mayor and City Council. Seek and consider special requests for audits
from the Mayor, City Council, and Audit Committee during plan development

City & County of Denver Auditords Office 9
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Division Highligks

I dzRA G { SNIDAOS& CGaising &idkkl Rezbyhition a 2 RS ¢

1 1Se 321t 2F GKS ! dZRAG2ND&E hTFTFAOS A-gdde RRA i A 2

services for the citizens of the City and County of Denver, is to network and collabatiate w
other federal, state and local government auditing
organizations and associations to enhance and evolve

the auditing and accountability profession. During
2010 and continuing into 2011, the Office made
AaSOSNIf LINBaSyidliaazya 2y
For example, the Director of Audit Services, Kip
Memmott, made a presentation to the Association of
Government  Accountants (AGA) chapter in
Montgomery, Alabama.

Kip Memmott, Director of Audit Services  In early 2011 Auditor Dennis Gallagher, Government
Liaison, Clay Vigoda, and Kip Memmddirector of

Audit Services, presented tie5 Sy @S NP R @i
joint conference for the National Intergovemental
Audit Forum in Santa Fe, New MexicBhe conference|
was attended from audit professionals from Arkansa
Colorado, Georgia, Louisignilew Mexico, Tennessee
Texas, and Wyoming. The Intergovernmental Au
Forum and AGA presentations were well received 3
resulted in additional collaboration and profession
networking with accountability professionals aroung ;a8 1t v2yiss ks cz
the country. Auditor Dennis Gallagher

Auditor Denns GallagherCchosts Oversight Forum

During theSummerof 2010, KS ! dzZRAG { SNIWAOS& 5AQPAaArzy 2F
United States General Accountability Officehmsted a solebut conference at the historic

Magnolia Hotel in downtown De®/NJX» ¢ KS O2y FSNBYyOS GKSYS 41

a2yAU2NRYy3 2F {UGAYdzZ dzdA Cdzy Radé ¢KS PTyT O0OAf
Recovery and Reinvestment Act of 2009 (ARRA) has resulted in increased responsibilities for the
governmentalaudiff 3 LINPFS&daAz2y> YI{1{Ay3a GKAa &SI NRa i
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The Mountain & Plains Intergovernmental Audit Forum (MPIAF) is an association of
accountability professionals drawn from federal, state, and local governments and
representatives of state @ountancy societies.
5SYy@dSNRa Ay@2t gSYSyid Ay
conference increased when AuditorDennis
Gallagher joined Rudyayan from the U.S. GAO as
the co-chair in 2009. Attendance was twice that of
prior conferences, and attendees wereery
pleased vith the conference anditd KSYS® aL i
great to conclude my career with such a fantastic
SoSy iz aF AR wdzR@ tlFely
conclusion of the conference.

Colorado State Auditor Sally Symanski,
U.S. GAO Field Office Manager Rudy Payan (retired),
Denver Auditor Dennis Gallagher The large number of attendees represents a

rejuvenation of the MPIAF conference. The Denve
I dzRA G2 ND& habduitl® §reak tarnoSendhiasingaRy ideas for expanding the event
Ay GKS FdzidzZNB® ! dzRA (i 2 NJ D-Lkhiif ah @dadizddoryvehichQpRowidesy L
timely information to enhance government accountability arlddk forward to continuing and
SELIYRAY3I atlL! CQ&aé NBtS Ay GKIG SyRSI@2N

The first day of the conference began with a welcome address foomer Mayor and current

Governor John Hickenloopeand music by talented bagpiper, Ryan Randall of the Pikak Pe
Highlanders.Congresswomamiana DeGette
delivered the keynote address prouid
some background on ARRA and highiiggnt
the positive outcomes resulting from th
stimulus funds both in Colorado and,
nationally.

¢ KdzZNARIF 8Qa | ISYyRF - L e s S NI f
panel discussions and presentations,’ N
including: ¢ K S L d{ @ D! h Q&
Responsibilities on the Implementation of t
Recovery ActThe American Recovery an
Reinvestment Act (ARRA) Lessons Leart Mayor HickenloopgrRyan Randall, and Auditor Gallagher
Auditing the Use of ARRA Fundsid ARRA

Risk ManagementAuditing and ManagementPanelists and presenters included professionals
FTNRY (KS | o{d® D2POSNYyYSyd ! OO02dzyiloAtAle hTH
public accounting firms. The panelists provided insight on how stimulus funds have ighpacte
federal, state, and local governmental operations. In addition, the external audit firms
discussed the steps they have taken to address stimulus funds on behalf of their clients. The
day concluded with an interesting presentation dnvestigating Governant Activity, by
5SY@SNRa 1tb92{ Ly@SaidAaliArAgdS wSLIR2NISN ¢c2ye
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After presentation of thecolors by the Manual High School JROTC Color Guard, the second day
began with a discussion of stimulus grants led by Colorado State Auditor, Sally Symanski.
Panelists included several Colorado agency representatives who identified successful methods
used to track and report ARRA funds. Tom Hackney from the GAO provided a lively and
entertaining look at recent updates to tHeovernment Auditing Standards Yellav Book, and
wlyR DFYoNBft FTNRY .Y53 (GKS /Ad&aQa SEGSNYI
government fraud. The conference closed with a GAO presentati@@ooial & New Media

Conference attendes represented a crossection of local, state and federal agencies, as well
as privatesector firms. Outside of Denver and the surroundingareas, accountability
professionals came from as far away Washington, DCgCalifornia Washington, Utah,
Wyoming,Montana, North Dakota, South Dakota, Missouri, Kansas, Texas and Pennsylvania.

Consistent with the MPIAF Charter, the forum was created to provide an organizational means
of fostering coordination and communication within the governmental audit commuaityl
facilitate the effectiveness, efficiency, and economy of federal, state, and local audits. A few
functions of the MPIAF forum include:

e Developing mechanisms and administrative procedures to facilitate, among themselves,
day-to-day cooperation and ekange of information on matters relating to audits

e Identification of specific projects or problems, for joint development and resolution,
that are characterized by a high degree of interagency and intergovernmental
involvement, the advancement of which vdontribute significantly to the efficiency,
economy, and effectiveness of audit at all levels of government

e Promoting acceptance, uniform interpretation and implementation of all professionally
I OOSLII SR | dzRA { all yRI NRaz A WOGodgRinghial G K
hNBFYATFGA2yAaY tNRANFrYas ! OGAGAGASAT | YR

Additional information about the forum, conference materials, and speaker presentations are
available on the MPIAF websitel&tp://www.auditforum.org/mountain/mtn_home.htm
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Data Analysis Presented at User Group and IIA Chapter Meetings

hdzNJ | dZRAG 2F 5SY@SNRDa 9YSNHEHSyOe arfRwanpoio wSa
at the Denver ACL / Audit Analytics User Group and again in February at the Colorado Springs
Chapter of the Institute of Internal Auditordh dzNJ LINB &Sy Gl A2y Sy GA Gt S

LJZ2

R3

t NERAZOSR {AIYATFTAOIYG ! dzZRAG CA Y RA JEiBSDgervigot, & LIND

to an audience of mostly private sector audit and data analysis professionals from around the
Denver and Colorado Springs metropolitan are&@oth sessions were wellttended and
received favorable feedback as we highlighted performaauditing and the application of
RFGF FyFrfeidAada Ay YSIFadaNAy3 LISNF2NXYIFyOSzT o
program. This presentation also provided us a forum to describe and promote the Denver
Model of the independent auditor as a bestagtice for both government and private sectors
alike.

5SY@SNJ ! dzRA (-RPréuRrogta FA OS | y i A

In 2010, KS 5Sy @SNJ ! dzZRA G2 NRA& h T FhaQdSprogramdogsiyfed B | Y
identify risk areas across the City and prevent occupational femdlother detrimental activity

from occurring. While measures like these are always good for an organization, they become
particularly important when resources are scarce. The economic outlook for the City of Denver
NBYFAya I 02y O0S Nyce plaifto positiSely cattRolté @ MGty duitzdn A

by providing assurance thaity property and assets are properly safeguarded.

Fraud & Occupational Fraud

Fraud is generally defined as an intentional misrepresentation of facts made for the puwpose
inducing a person to act which results in some type of damage. Occupational fraud is the use of

2ySQa 200dzLJ GA2y F2NJ LISNA2YFE SYNAOKYSyid (K

Ly 2NHBFYAT I GA2y JStatistiBssirglidaIihdoiganzatibns &sa Snlestidated
five percent of revenues to occupational fraud and the median length of time to discover a
fraud scheme is eighteen montA<onsequently, it is important that organizations detect and
deter fraud, and continuously identifgnd reevaluate areas where risks of fraud and abuse
exist.

Program Background

In the past, there has been no formal afraud program within the City and County of Denver.
¢CKS 1 dzZRAG2NRA hFFAOS KIFa OKFy3aISR (KaspamofLy |
SOSNE LISNF2NXI YOS [dzRAGE GKS ! dzRAG { SNBAOS
formal AntiFraud program. Our research indicates there are few, if any, public entities
nationwide that hae a similar antfraud programdedicated b fraud detection and prevention.

Our progressive program stands unique with its efforts to identify and reduce opportunity for
fraud.

% Association of Certified Fraud Examin@@10 Report to the Nations on Occtipaal Fraud and Abuse, page 6.
% James D. Ratley, President ACFE, 2010 ALGA Conference, Fraud in Government Presentation.
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Program Goals

The goals for our anfraud initiatives are to develop a program to identifygh risk areas
throughout the dty where potential fraud may exist, reduce the opportunity for fraudulent
activity and create a plan to continuously evaluate and identifygoing fraud risks within the
city.

The Fraud Triangle & Precursors to Fraudulent Activity

The situation commnly used to depict the three elements necessary for fraud to occur is

referred to as the Fraud Triangle and consists of opportunity, rationalization and an event that
Fraud Triangle causes pressure, usually of a financial character.

When these three things exist, frauslmore likely

- to occur.
OPPORTUNITY
Opportunity consists of the ability to commit fraud

and is often enabled by a weak internal control
structure. A pressure event can trigger a person to

FRAUD need or want to commit fraud, including a
TRIANGLE personal financial hardship. Lasthationalization
Ay o2t @Sa +y AYRAOGARdZ t SEH

ressURE making sense of an activity that would normally
be unacceptable. An important piece of the Anti
Fraud program will be dissecting the Fraud
Triangle and mitigating opportunities for the tleelements to ceexist.

Program Status and Next Steps

The antifraud team conducted a preliminary risk assessment to identify potentially-itégh
areas within the City. Materials used to determine areas of potential fraud risk included the
evaluation ofinternal and external past audits, a review of subject specific publications,
relevant materials from the Association of Certified Fraud Examiners, and trainings provided by
the Institute of Internal Auditors, and the Association of Local Government Aadito
addition, the team has interviewed various afrtaud and accountability subject matter
experts.

To evaluate potential risk areas identified and to ensure that the elements of the fraud triangle
are mitigated, auditors will utilize various methodscluding, but not limited to: reviewing
current policies and procedures, interviewing agency personnel, evaluating internal controls,
and conducting data analysis through Computer Aided Aglitechniques (CAATS).

Auditors presented a status of the Adkiaud program tahe a | € 20fKeand tothe City and

[ 2dzy e 27F 5 Sy @S NerivelconzRidfaimatiog of YohogriisSebateo possible

fraud withinthecA i @ FNRBY AYGSNYIlf |yR SEGSNYI frdtd 2 dzNJ
serving the ity and its @izens by reducing the opportunity and likelihood of fraud in the City
and County of Denver.
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The Division initiated &ontrol and Risk Sefssessment (CRSA) trainipgpgram for City
departments and personnel intended to assist managers, supervisors and staff to better
understand management controls, the relationship between those controls, the risks related to
a lack of effective controls and how controls are centoathe strategic vision of the City. The
core objectives of this training are to help operational personnel assume accountability for risk
management, regardless of title and authority, to provide City business units with skills for
analyzing and reportingn internal controls and to facilitate a prioritized focus on the most
significant organizational risks.

The CRSA program is complimentary to thelzR A A@iHREUE Progra®® 2 A 0 K G KS
current economic environment, where City employees are beiggiired to do more with less

and where enhanced financial stressors increase the risk of fraudulent activity, the timing of
these programs is even more strategic than would be the case under more stable and positive
financial circumstanceslhe Division wiilbe piloting this new program by using it to assess
controls governing our own audit process during the first and second quarters of the year and
will roll it out to operational departments during the third and fourth quarters of 2011.

Robust Audit FollowJp Program

While the Division has had an audit follay process in place and has tracked the status of
various audit findings and recommendations, the 2011 audit plan includes increased hours for
audit followrup, trend analysis and reporting activitie®ne key measure of the general
effectiveness of an audit function, and in the case of the DeMmdel, a key indicator of the

AYLI OG 2F GKS OKIFy3aS 2 GKS /AaAd@& [/ KIF NI SN NB

Ada (GKS 2 NEI ycorhnmeiddatidn/irpiemdntdrdar rate. INB nutshell, this rate is one
of the clearest indicators as to whether an organization is utilizing information provided by
internal audit reports to mitigate or reduce identified risks and to enhance performance and
the economy and efficiency of operations.

In 2010 the Divisiordesigned andmplemented an enhanced followp program that include
significant hours for more wlepth audit work to verify that corrective actions have been taken

to address prior audit findigs. The program includ®NJS 3 dzf  NJ I YR FT2NXI f NB

elected officials, audit committee members, and operational management on the status of
various audit findings and recommendations. This program also incluttend analysis within
and@ONR &da /AdGe RSLINILYSyda FyR LINPINIYa Ay
FO GKS G2L¥ NBtFGISR (2 FdzRAG Ty Rubiyf@ddwug vy R
program will also assist the Division with its-going goal of implementing conuous
improvement activities, in this case in terms of the quality and feasibility of audit
recommendations.
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STAFFING RESOURCES
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AUDITOR DENNIS GAGHER

Dennis J. Gallagher has held several elected positions in Colorado during
the previous 40 yearat both the state and local level. Auditor Gallagher
was elected City and County of Denver Auditor in 2003 areleeted in

2007. Born in Denver, Dennis is the son of Denver natives, Ellen Flaherty
Gallagher and Bill Gallagher, a Denver Firefighter.

After his initial election as Denver Auditor, Dennis undertook a major
NE2NBFYAT FGA2y 2F (GKS | dzZRAG2NIRD& h
from a cumbersome five divisions to a more efficient three divisions.
5SyyAia adzZJR2NISR 58yKMBEXNRES OKIF ANB NI OKY RKR3IKO0?2
Office and transfer it to a newly created Chief Financial Officer in the City and County of Denver
administration. Accompanying that change was the creation of new independent Audit
Committee, which he nowhairs. As a result of these improvements, the Auditors Office now
has an expanded and more robust performance audit and information technology audit
function to better serve the citizens of Denver.

AUDIT SERVICES DIVN

The Audit Services Divisiscomprised of25 employees (2010 budgeted FTEs). Over the past
year we have strived to attract and retain a talented, diverse and skilled workforce. This group
of highly skilled professionals is committed to delivering quality audits.

City & County of Denver Auditords Office 17
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Audit Servies Divisiong Leadership Team

Our leadership team consists of knowledfée andskilled professionals. Striving to set the
tone at the top, our goal is to create an environment in which staff is committed to high
ethical standards, fairness, full compli@pand delivering effective and factual audit
reports.

Kip R. Memmott, MA, CGAP, CICA

Director of Audit Services

Mr. Memmott has over fifteen years of auditing, consulting and

policy analysis experience at the federal, state, local government and
privated SOG2NJ t S@St ad aNWP aSvyyvyz2daidQa LI
Internal Audit Manager with the County of San Diego, California,

{ SYA2N) t SNF2NXYIyOS ! dzZRAG2NI gA 0K (K
Auditor General, Senior Consultant with KPMG LLP, Legislative
Analyst intern for the Arizona State Legislature, and intern for the

U.S. Government Accountability Office (GAO). Kip holds a Bachelor of

Arts degree from the University of Utah and a Master of Arts degree with a certificate in
Public History (Public Admstration emphasis) from Arizona State Universi§ip is a
NBEOSYy(d 3NYRdzZrGS FNRBY GKS | F NBIFNR |SélioPdSNE A
Executives in State and Local Governnexeatcutive education progranMr. Memmott is a

Certified Government Auditig Professionaland serves on the Association of Local

D2 @S NY Y Sy (hatibnddRemibezsNi Committee.

John Carlson, JD, MBA, CIA, CICA

Deputy Director of Audit Services
Mr. Carlson brings over sixteen years of business experience
including Governmnt Affairs, Law, Compliance and Internal Auc
Six of these years, he spent working in an internal audit role
private industry. He has served as a Senior Attorney v
responsibility for the compliance audit program and ethics
compliance function ba Fortune 200 global company. Addition
responsibilities included developing ethics training for domestic
international operations and managing an employee whibtlaver
program. John holds a Bachelors Degree from George Mason University. He aalnesl
Doctor from the University of DenveCollege of Law and a MBA from the University of
Colorado. John is an active member of the Colorado Bar, the DC Court of Appeals, and is a
Certified Inernal Auditor.
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Audrey Donovan CIA
Deputy Director of Aull Services

Ms. Donovan has over ten years experience in Internal Audit, Risk
Management and Contraland Sarbanes Oxley Advisory. She has a
broad range of internal audit experience including performing
compliance, performare based and operational auslitfinancial
and data analysigrocessmprovement and development; controls
implementation; and regulatory reportingAudreyis considered a
Sarbanes Oxley Subject Matter Expert and has helped counsel
Fortune 500 companies with their Sarbanes Oxley implatation
plans Audrey holds a Bachelorggree in accounting from the University of Utah. She is a
Certified Internal Auditor, a membeonf the Institute of Internal Auditors andthe Society

of Corporate Compliance & Ethics. She is active in ¢é@nmunity and volunteers for local
non-profits suppoting familieswith triplets andother higher order multiple.
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Audit Services Division Staff

Rebecca Corral, CFE

Senior Internal Auditor

Ms. Corral has over seven years of financial, compliance, aechah
controls auditing experience in the public and private sectors. She
K2f Ra . I OKSt2NERQ RS3INBSa Ay 1 002d
Marketing from Regis UniversitiRebeccas a member of the National
and Colorado Chapter of th&ssociation ofCertified Fraud Examiners
(ACFE)

Stephen E. Coury, CISA
Information TechnologyAudit Supervisor

Mr. Coury is a Certified Information Systems Auditor (CISA) with ayas
25 years experience in information technology, including over 15 ye
in IT audit. He has worked in municipal government, consum
banking, investment banking, insurance, and telecommunicatiatis.
areas of specialty are information security, data analysis, and softv
configuration managementSteve has been instrumental in deployir -z
new technologies within Audit Services, including electronic w
papers and data analysis toolsSteve has spoken at nationa
conferences and spoke at two local professional events this yelar.holds a Bachelor of
Science degree in Business Administrafrom the University of South Dakota Business School
and is a member of the Denver Chapter of the Information Systems Audit and Control
Association (ISACA) and the Institute of Internal Auditors (l1A).

Heather Darlington, MS, CPA

Internal Audit Supevisor

aad® S5INIAy3IG2y Aad | [/ SNIAFTASR to
degree in Accounting from Bucknell University. She also holds a Master
of Science degree in Accounting from the University of Southern
California. Heather has over nine years of auaditand advisory
consulting experience with a public accounting firm. She is a member
of the American Institute of Certified Public Accountants (AICPA),
Colorado Society of Certified Public Accountants (CSCPA), Association
of Certified Fraud Examiners (AJF and the Institute of Internal
Auditors (l1A).
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Kristin Donald
Lead Internal Auditor
Ms. Donald graduated from Westerta® College of Colorado with @ o
B- OKSf 2NR& RSINBS Ay ! O02dzyiAy:
Western State, she becameNCAA seven time All American for cros
country and track. She has worked as a financial auditor for the Of
of the State Auditor and a local CPA firm. In addition, she has wo|
for a local retail company as the Controll&iristinhassevenyears of |
experience, of those yeamsxare auditing state and local governments =58

Marcus Garrett, CIA, CGAP

Lead Internal Auditor

Mr. Garrett graduated from Sam Houston State University with a
. OKStf 2NNR& RS3INBS Ay DSwagikloined . dzi A
the City and County of Denver Audiervice Division in 2009He has

worked as an internal auditor in the public sector with the Texas
Department of Criminal Justice (TDCJ) and the Williamson County

l dZRAG2NRa hFFAOSD® | S A& bfynteinaddd A ¢
Auditors (IIA) and the Association of Local Government Auditors
(ALGA). Additionallyylarcusholds designations as a Certified Internal
Auditor (CIA) and a Certified Government Auditing Professional (CGAP).

Emily Gibson, MS
Seniorinternal Auwitor

Ms. Gibson graduated from the University of Colorado at Boulc
obtaining her Bachelor of Arts degree in Political Science with
honors designation of Magna Cum Laude. She also attended Era
University Rotterdam, The Netherlands and graduatéth a M.S. in
International Public Management and Policy. She has been with
City and County of Denw#udit Services Division since January 2009
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Anna Lovascio Hansen, CICA

Senior Internal Auditor

Ms. Lovascio Hansen holds a Bachelor of Sciengeeedn Business
Administration with an emphasis in Accounting from the University of
Colorado at Denver. She has been witbe City and County of Denver
Audit Services Division since December 2005. Anna is a Certified
Internal Controls Auditor (CICA) amsl a member of the American
Society of Women AccountanttASWA) the Association of Local
Government AuditordALGA)the Institute for Internal Controlg(IIC)

and theAssociation of Government éauntants (AGA).

Travis Henline
Senior Internal Auditor

B -

Mr. Henline earned a Bachelor of Arts degree in Organizatic
Management from the University of Colorado at Colorado Springs.
has six years of magement experience and over siears of
experience in operational, compliance and performance angliffravis
is @ member offte Institute of Internal Auditors (I1A).

Chris Horton, MA
Internal Audit Supervisor
Mr. Horton has overnine years of performance and compliance
auditing experience in both state and local governments. Prior to his
service with tle City and County of Denver, he was a Senior
Performance Auditor for the Arizona Office of the Auditor General and
-/ 2YLX Al yOS | dzRA GcBnduniEationd Prdgdarh 2 v |
Office. Mr. Horton ha a Bachelor of Arts degree in Political Science and
p History, and a Master of Arts degree inidtbry, both from the

1 University of Texas of the Permian Basin. He is currentlyledrm the
doctoral program in publicdministration at Arizona State Universitghrisis a member of the
Institute of Internal Audibrs (IIA) the Association of Local Government Audit¢hd GA) and
the American Society for Public Administration.
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Nancy Howe, MPA
Lead Internal Auditor

Ms. Howehas twelve years of auditing experience within state a
local government and the privateector. She holds a Bachelor of A
degree from the University of Colorado at Boulder and a Maste
Public Administration degree with a concentration in Policy Anal
from the University of Colorado at Denver.

Dawn Hume
Internal Audit Supervisor

Administration with an ephasis in ecounting from the University of
Southern Colorado. She has ovéen years of experience in
operational, compliance and process auditing in the private se&ioe.
has been withthe City and County of Denw&udit Services Division
since August 2008Dawn is a member of the Institute of Internal
5 - Auditors (IIA) and is currently pursuing the designation of Certified
! Internal Auditor.

Dennis JohnsonCPA, CISA, CIAGEM

IT Senior Auditor

aNp W2KyazyQad SELSNASYOS LINRA 2N y 3

includes auditing work at Nordstrom Bank, Oppenheimer Funds,

the Internal Revenue Service. He has the Certified Public Accour

(CPA), Certified Informatio8ystems Auditor (CISA), Certified Interr

Auditor (CIA), and Certified Government Financial Manager (CC
designations. Dennis currently holds an adjunct position at Arapal

Community College teaching accounting and information technol

subjects ands included in the Institute of Internal AuditofgBA)list of

excellent speakers.
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Kelan Kelly
LeadInternal Auditor

Mr. Kelly has more thamrighteenyears of performance auditing,
management consulting and legislative analysis experience with
state ard local governments, and nonprofit organizations in Arizona,
Colorado, Kansas, Nevada and Washington. He holds a Bachelor of
Arts degree in Political Science and a Master of Public Administration
degree both from the University of MissourKelanis a menber of

the Institute of Internal Auditors (IlIA) and the Association of Local
Government Auditors (ALGA).

Rudy M. Lopez
LeadInternal Auditor

Mr. Lopez has a BSBA (Business Management emphasis)
Colorado State UniversiHyueblo. He has several ygagxperience as
a small business owner and retail manageudyhas been withthe
City and County of Denvéudit Services Division since January 20(

Sonia Montano, CGAP, CICA
Internal Audit Supervisor
B Ms. Montano is a Certified Government AuditiRgofessional anda

‘ /I SNOUAFASR LYUSNYFt [/ 2yuNRfa ! dzRAU
Accounting from Adams State College, Alamosa, Colorado. She also
has overelevenyears of professional experience in the government
. sector. Soniais a member of the Assation of Local Government

Auditors, Institute of Internal Auditors, and Institute for Internal
Controls.

Mary K. Mutchler, CICA
Senior Internal Auditor

Ms. Mutchler is a Certified Internal Controls Auditor as well a:
Certified Microsoft Office Speddist at the Master level. She holds
. OKSt 2NNa RSAINBS Ay . dzaAySaa
Accounting from the University of Colorado. She has professic
experience in both the private sector as well as state governme
Mary has been with tte Ciy and County of Denvekudit Services|
Division since January 2007. 4

NJ G A
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Jessica Quintana
Senior Internal Auditor

Ms. Quintana graduated from Western State College, with a

I OKSt 2NNR& RSANBS Ay ! 002dzyiAy3a |
Administration with a minor in Economicdessicdaas been with the
City and County of Denw#udit Services Division since July 2006.

Wayne Sanford, CICA
Senior Internal Audltor
Mr. Sanford has a Bachelor of Science degree in Businessa miijor
in Accountancyrbm Miami University, Oxford, Ohio. Mr. Sanford is
Certified Internal Controls AuditdiCICA)Wayneis a member of The
Institute of Internal Auditors(llA) Association of Airport Interna
Auditors (AAIA), and The Institute for Internal Contrdli<C) Mr.
Sanford is a veteran of the United States Marine Corps.

Manijeh Taherynia, MS, CPA, CFE, CICA

Senior Internal Auditor

Ms. Taherynia holds a Master of Science degree in Accounting from
the University of Colorado at Denver and three active professiona
certifications. Manijeh has over seven years of experience in tax
compliance and governmental internal auditing and is a member of
several professional associations.

Edyie Thompson, CAP
Executive Assistant |

Ms. Thompson has over 19 years of prefesal eperience in the
private sectorand is a Certified Administrative Professional. She|is
currently pursuing a Bachelor of Arts degree in Communlcatlon§ at
¢KS 22YSyQa /2ttS3S 2F @KénbergofA @S
the National Society of debiate Scholarsand the International |
Association of Administrative Professionals
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Kevin Vehar MPA

Seniorinternal Auditor

aNX¥» +SKIFEN) 22AySR GKS /Ade |yR
July 2010. Heas over two years experience as a perfoncaauditor
with the Colorado Office of the State Auditdfevin holds a Bachelor
of Arts degree in Communication from Brigham Young University
Idaho and a Master of Public Administration degree from Brigham
Young University.

Chris Wedor MBA

Internal Audit Supervisor

Mr. Wedor jofy SR (G KS | dzRA (i 2 andBrings dvar Xive,s

years of experience with a Fortune 100 global company |

operational, financial, compliance, and performance auditing. C

holds a Bachelor of Science degree in Ecdnsrirom the Colorado

School of Mines and a Master of Business Administration with

emphasis inaccounting from the University of Denver. Chris is

member of The Institute of Internal Auditors (I1A) and The Associ
of Local Government Auditors (BR).
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Professional Development

The Division ensures professional staff meets continuing professional education (CPE)
requirements in accordance with Government Auditing Standards set forth by the
Comptroller General of the United States. These standeggsire staff to obtain 80 hours of
continuing professional education every two years.

In 2010, audit staff was actively involved in the professional organizations listed below:

The American Institute of Certified Public Accountants (AICPA)
American So@ty of Women Accountants (ASWA)

Association of Airport Internal Auditors (AAIA)

Association of Certified Fraud Examiners (A@¥ional and Colorado Chapter)
Association of Government Accountants (AGA)

Association of Local Government Auditors (ALGA)

American Society for Public Administration

Colorado Bar Association

Colorado Society of Certified Public Accountants (CSCPAS)
Information Systems Audit and Control Association (ISACA)
The Institute of Internal Auditors (lIA)

The Institute for Internal Controlsl(C)

International Association of Administrative Professionals

® & O & 6 O O O O O O O o o

Society of Corporate Compliance & Ethics
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Description of Annual Audit Plan

The Division is utilizing a dynamic and flexible audit plan designedndicantly enhance the
impact of audit servicesThe audit plan is based on developing a realistic audit horizon of
planned highrisk audits covering a three year period. The Division bases its annual audit plan
on the development of such an audit horrzaather than developing a subjective, overly
O2YLX SE YR AyO2YLX SGS dal dzZRAG dzy A OSNA S d¢
FGGSYLIWGSR G2 RS@GSt2LJ I O2YLINBKSYAaAOS al dzRA {
audits. However, the Division adies to a position that generating a comprehensive audit
universe is prohibitive and unnecessary owing to the plethora of City departments, programs,
activities and contracts, combined with the multiple types of audits that can be performed on
each of thes organizations, programs, activities and contracts and the fluid nature of
government operations.

The outcome of such a cumbersome and time consuming analysis would reveal that there are
literally thousands of possible audits that would require tenshufusands of audit hours and
other resources. Based on our limited resources, the development of such a universe would
simply reveal that it is not possible to provide full audit coverage of each City department,
program, activity and contract. Additionally 4 KS Ay Of dzaA 2y 2F &dz0OK |
mislead City officials and citizens to believe that all of the audits included on the listing will be
performed and, perhaps more significantly, that any departments, programs, activities or
contractsnot included in the universe are not subject to audit.

l'a | NBadzZ 6z AyadSIFR 2F RS@St2LAyYy3 |y al dzR
horizon strategy and approach to identify, prioritize and manage audits deemed to be critical to
City opeations. Specifically, using the rbsed methodology described throughout the audit
plan the Division identifies and prioritizes a select number of audits for inclusion into the annual
audit plan as well as listing potential audits for the ensuing teary.The 2011plan includes
significant hours for performing specially requested audits and for urgent audit issues that arise
throughout the year not originally captured on the plan. This provides the Auditor with a great
deal of flexibility to addressrmeerging issues in a timely manner and for providing high quality
and responsive customer service to elected officials and operational management.

Obtaining input from various stakeholders regarding potential audit topics and areas deemed
to be high risk i® key component of the annual audit plan development process. As part of
2dz0 NBI OK STF2NIa NBfFGISR G2 GKS RS@St2LIYSyl
outreach activities included but were not limited to:

¢ Meetings with City elected affials including the Mayor, President of the City Council,
and the Clerk and Recorder;

e Meetings with City Executive Management including the City Attorney, Chief Financial
Officer and Chief Information Officer;

e A series of Auditor meetings and interactiamih citizens and City employees in public
arena.
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The 2011audit plan reflectsour emphasis on performance auditing, particularly in the areas

of program effectiveness and assessing the economy and efficiency of various City
departments and programs, askey mandate resulting from the change to the City Charter
STFFSOUADS WIHydzrNE MXI Hanyd | Aa02NAROIffesz
performance audits focused on internal control and compliance objectives. However,
performance audits with progim effectiveness and economy and efficiency objectives are a
new type of audit being executed by our office.

The 2011audit plan includes program effectiveness and economy and efficiency performance
audits for areas deemed high risk and many of them empHasS G K2 NAT 2y G| £ €
activities that extend beyond individual departments and programs. Many of these audits will
F20dza 2y GKS /AGeQa 3IASYSNIft 3F20SNYIyOS &aNX
ensure comprehensive control structureare in place and efficient and effective
communication processes exist between operating departmehisally, the plan includes
dzZRAGE GKIFIG SEKAOAUG GKS ! dzZRAG2NI hFFAOSQa ai
fraud prevention and detectiont KS | dzRA (i 2 NJAUUIF Flah @& Sagadabled om aouw
website (www.denvergov.org/auditoy.

In addition to these goals and to the development of new performance and information
technology audit capabilgs, the Divisioroffers a suite of advisory service products. The
intent of advisory services is to provide operational management with timely and critical
information and analysis without the formality of an audit. Generally, with the exception of
audit derts, the Division will provide these services at the request of operational
management and elected officials. The following are specific descriptions of advisory services:

e Audit Alerts- Audit Alerts provide timely identification of potential risk arghat may
prevent the achievement of City objectives. Alerts function as a rapid threading tool
F2NJ RAAASYAYILGAYy3a (1Se AYyF2N¥IGA2Y ARSYGA
then complete a seldssessment and, if applicable, quickly selfrect any related
control deficiencies.

e Special Advisory ServicesSpecial Advisory Services provide information on limited
reviews or timecritical assessments, investigations or evaluations. The Division
generally provides these services at the request oérapjional management and
elected officials. Special Advisory Services further City objectives and goals by
providing a reporting vehicle that is flexible, quickly issued, and focused on singular
issues.

e Training Servicess The Division offex control selfassessment training to City
departments and entities. The training is intendedhielp managers, supervisors, and
fiscal staff to better understand management controls, relationships between those
controls, risks related to lack of effective controls, dmv controls are central to the
Strategic Vision of the City.
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http://www.denvergov.org/auditor

Description of 2010 Audits

The following pagegrovide synopses of various audit projects and -{aomlit services
performed by the Division during 201Government Auditing Standards (GAS) putgated by

the Comptroller General of the United Statefefinesthree types of audits: financial audits,
attestation engagements, and performance audits. While the Division maintains the capability
to perform financial audits and attestation engagementg& primarily conduct performance
audits.

Per Government Auditing Standards (GARjomulgated by the Comptroller General of the
''YAGSR {GlFrGSas GLSNIF2NXYIFYOS |dzRAG 202S0GAQ
program effectiveness, economy and ea#iacy, internal control, compliance and prospective
FyrFrftearadéd 1 A&ZG2NRAOFffe&s GKS 1 dzRAG2NRA hTF
focused on internal control and compliance objectives. However, performance audits with
program effectiveness and esomy and efficiency objectives are a new type of audit being
executed by our office. Per GAS standards, audit objectives for performance audits focusing on
program effectiveness and economy and efficiency components can include, but are not limited
to, the following types of objectives:

w Assessing the extent to which legislative, regulatory, or organizational goals and
objectives are being achieved;

w Assessing the relative ability of alternative approaches to vyield better program
performance or eliminatedctors that inhibit program effectiveness;

w Analyzing the relative costffectiveness of a program or activity;

w Determining whether a program produced intended results or produced results that

GSNBE y20 O2yaradaSyid ¢A0K GKS LINRPINI YQa 20

w Determinirg whether a program provides equitable access to or distribution of public
resources within the context of statutory parameters;

w Assessing the extent to which programs duplicate, overlap, or conflict with other related
programs;

Evaluating whether the alited entity is following sound procurement practices;

w Assessing the reliability, validity, or relevance of performance measures concerning
program effectiveness and results, or economy and efficiency;

w Assessing the reliability, validity, or relevancefiohncial information related to the
performance of a program;

w Determining whether government resources (inputs) are obtained at reasonable costs
while meeting timeliness and quality considerations;

w Determining whether appropriate value was obtained béhsa the cost or amount paid
or based on the amount of revenue received,;

City & County of Denver Auditords Office 31
2010 Annual Report

()
Qax




w Determining whether government services and benefits are accessible to those
individuals who have a right to access those services and benefits;

w Determining whether fees assessed epeosts;

w 5SUSN¥YAYAYT gKSUKSNI YR K2g GKS LINRPINI YQ
productivity increased; and

w Assessing the reliability, validity, or relevance of budget proposals or budget requests to
assist legislatures in the budget process.
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Program Effectiveness and Economy and Efficiency Audits

ARAMARK Sports and Entertainment Service, Inc. at Red Rocks Amphitheatre
January 2010

Linkto Report

Theatres and Arenas is a division of the City & County of Denver's
Department of General Services. They are responsible for the
acquisition, construction, maintenance, repair, management and

| operation of the City's public assembly faciliti@heatres and

~ Arenas oversees Red Rocks Park and Amphitheatre including the

©  Aramark concession agreement. Aramark has a concession
agreement with the City for services provided at Red Rocks Park
and Amphitheatre for a term commencing on April 8, 2003 thiougnuary 15, 2011. Red
Rocks concessions generated over $6.6 million in gross receipts from which the City collected
over $2.3 million in commissions.

Significant Issues

e Theatres and Arenas did not obtain proper documentation for grant and capital
improvements, required expenditures were not made by contract deadlines, and the
capital assets acquired were not all properly recorded or safeguarded

e The contract contains contradicting language in regards to annual reporting and is a
poorly assembled legal doment.

Citywide Grant Administratiorg January 2010

Link to Report

Many of the grants the City receives are federally funded and @820
the City had over $329 million in federal expenditures. Grants are a
critical source of revenue that supplement or fully fund many City
programs and projects that benefit the citizens of Denver. Grants have
aided the City with human services initiatsyepolice technology

' upgrades, street construction and health programs. The entire City
grant life cycle from application to closeout is governed by several
different authoritative sources. The administration of grants is
performed at the City agency level

Significant Issues

e The City does not have a central grant administration oversight and quality control
function.

e Agencies failed to comply with fiscal rule, grant requirements and oversight of
subawards.

e Grant identification, solicitation and appli¢ah processes was not part of primary job
responsibilities at most agencies.
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o Grant application success rate information is not tracked and the grant system data that
is captured is inaccurate.
e The third party contractor used for grant development is undglized by City agencies.

Denver Better Bond Program AdministrationMarch 2010
Link to Report
In November 2007, Dwer voters authorized up to $550 million in bonds to
fund eight Better Denver Bond Program (BDBP) purposes related to
construction, improvement, and renovation of Denver roads, buildings and
infrastructure.
BUILDING A
BETTER 1he audit examined whether BDBP management bawltrols in place to
DENVER ensure program goals are achieved in accordance to ballot requirements.
While program management has generally done a good job ma_m_qging the
BDBP program to date, opportunities exist to enhance critical activities:

Significant Issues

e Primavera is not being fullytiized by Project Managers

o Lack ofspecific plan to transfer legacystem to the City

e NonCompilance with Fiscal Rule 4.3 and lack of closeoatg@dures
e Prompt Pay Issues

Centralized Payroll OperationsMarch 2010

% o e Linkto R.eQOI’t. .
™ The audit reviewed key areas of the centralized payroll

e | , function, administered by the Division of Payroll Operations
¢ and Payoll Administration (Payroll).

Significant Issues

o Payroll should ensure data entry audits are performed, ensure appropriate application
of rules regarding leave during emergency snow closures, and institute additional fraud
tests.

e About 11 percent of@ampled employee timecards did not have a supervisor-eifjn

o Payroll can better track information related to its role in personnel action form
processing performed.

e ! tAYAUSR GSad 2F dGKS /AtGeéQa LI eNeff acé
concen.
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Arrest Identlflca'uon and ProcessingMarch 2010

~m Link to Report

The Denver Police Department has authority to arrest any
person orpersons who may be guilty of adach of any City
ordinance, or state or §RS NI f frgd ¢KS
Department oversees the processing of arrested individuals
in Denver. At times, arrestees maintain the police have
arrested the wrong person. Both thi@ity and its citizens are
negatively impacted if the person arrested and held in the

~

/| AléeQa Odza2zRe A& y20 GKS LISNA2Y az2dzaKi oe@

Significant Issues

e 1 f iK2dAK GKS /AdGeQa {IFSie 5SLINILYSYyld KI

reduce and addresarrest identity issues, audit work found the Department does not
track data related to arrests involving arrest identity issues. This inhibits the
5SLI NIYSyGdQa FoAftAde G2 SFFSOGAQSte | aa
adjust controls to addess weaknesses as they are identified, increasing the risk of the
City inappropriately arresting and holding the wrong person

Citywide Cash Handling ProceduresAarch 2010
Link to Report

3; The City has numerous functions and responsibilities that

. o A require it to exchange cash with members of the public. In

G‘UW order to carry out cash transactions, City agencies with such
-~ ey

responsibilitiéh  Ydza G YFAYy Gl Ay OKIFy3aS ¥
%‘ ‘ Division maintains a list of agencies with change funds.

According to Change Fund records, the City maintained over

$143,000 in approximately 104 change funds throughout the

City in 2009. The overall objeat of this audit was to evaluate
0KS /AGeQa OFakK KIFIyRftAy3a LINF O

Significant Issues

e Auditors counted change funds representing nealy percent of the City's entire
change fund population, and foun80 percent of agency funds did at reconcile to
amounts recorded by Treasury.

e Change fund reporting practices are inadequate and data maintained by Treasury
contains inaccuracies.

e Agencies have poor controls over access to cash, inadequate segregation of duties, a
lack of management oveight, and insufficient security measures. Additionally, the
/ A dpdli€les and procedures are inconsistent among agencies.
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http://denvergov.org/Portals/3/documents/2010%20Audit--Arrest%20Identification%20Processing%2003-18-10.pdf
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Wastewater Enterprise Fund March 2010
Link to Report
This audit examined and assessed the use of the Enterprise Fund and
identified inefficiencies and opportunities for improvemerRublic
Works Department cannot adequately document why certain costs
are allocatedto the Wastewater Enterprise Fund. Specifically,
activities such as curb and gutter construction and maintenance,
street sweeping, and snow removal are supported in part by the
Enterprise Fund.

Significant Issues

e Changes to costs allocated to the Fusdch as street sweeping, alley improvements
and snow emoval were not well supported.

o Additionally, assessments of 100 percent for the maintenance of existing curb and
gutter costs appeared higher than industry standard.

 No formal agreement establishea tdetermine reimbursement to the Fund for the
Central Platte Campus for the approximately $15.2 million spent on the purchase and
remediation of land and the nearly $600,000 spent on design.

DIA Travel and Expense Programpril 2010
Link to Report
The audit of Denver International Airport's (DIA) Travel and
Expense program assessed the compliance with travel rule
and regulations, processesné determined if appropriate
management oversight was in place in order to identify
possible inefficiencies and opportunities for improvement.
Internal controls ovethe travel program included DIA's
internaltravel polices and procedures manual, Fiscal
Acacountability Rule 10.8, IRS guidelines, and varammoval requirements.

Significant Issues

e Audit work determined that not all trip cancellatiomsere updated in DIA's Travel
Database and, therefore, the database did neflect the most upto-date ard accurate
information. Furthermore, there was inconsistent application of approval signatanes
the Rental Car Justification forms.

e Overall, DIA had established a robust and effective practices and policies and
procedures that helped reduce the likelind of both improper travel and improper
reimbursement of such travel.

e Trip cancellations should be consistently reported to DIA Travel Coordinator in a timely
manner in order to ensure the database is updated and accurate.

o DIA's Travel Program Guide shbbe modified to require that Rental Car Justification
Memos be signed and approved by the appropriate section personnel prior to
submission to the Travel Coordinator.
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